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Abstract. Threshold ECDSA has become a crucial security component
in blockchain and decentralized systems, as it mitigates the risk of a
single point of failure. Following the multiplicative-to-additive approach,
the state-of-the-art threshold ECDSA (Doerner et al. in S&P24) requires
only three rounds but has O(n) outgoing communication complexity.
Based on threshold CL encryption, Wong et al. (in NDSS24) proposed
the first scheme with constant outgoing communication; however, their
scheme requires at least four rounds.

We bridge this gap by introducing a three-round threshold ECDSA
scheme with constant outgoing communication based on threshold CL
encryption. Additionally, we enhance our basic scheme with robustness
while maintaining the number of communication rounds, albeit at the
cost of non-constant outgoing communication. Our implementation demon-
strates that the basic scheme achieves optimal runtime and communica-
tion costs, while the robust variant reduces the communication rounds
required by Wong et al.’s scheme, incurring only a small additional cost
in small-scale settings.

Keywords: Threshold ECDSA - Three-Round Communication - Thresh-
old CL encryption - Robustness.

1 Introduction

Threshold signatures [13,{14] allow a group of parties to generate signatures in
a distributed way, where any subset of ¢ + 1 out of n parties can collaboratively
produce a valid signature. Because of tolerating at most ¢ dishonest parties,
the threshold signature scheme has become an essential security component in
blockchain and decentralized systems (Bitcoin [24] and Ethereum [30]), pro-
tecting against private key compromise by eliminating single points of failure.
Common signature schemes used in these systems include ECDSA, Schnorr, and
BLS. The importance of threshold signatures extends beyond the blockchain
community. Recognizing the risks posed by single points of failure, the National
Institute of Standards and Technology (NIST) launched a standardization initia-
tive in 2020 for Multi-Party Threshold Cryptography [3]. This effort focuses on
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developing threshold variants of widely used signature schemes (such as ECDSA
and EADSA), with an emphasis on formal security definitions and practical ef-
ficiency.

Due to the wide deployment of ECDSA in decentralized systems, we focus
on thresholding ECDSA in this paper. The design of threshold ECDSA presents
significant cryptographic challenges due to its inherently non-linear signing equa-
tion. Unlike Schnorr and EADSA signatures that allow straightforward linear
threshold constructions, the signing algorithm of ECDSA requires more com-
plex non-linear operations. Specifically, the signature equation

s =k Y(H(m)+zr) mod q (1)

where k denotes the ephemeral nonce, = represents the private key, and r is
the 2-coordinate of elliptic curve point R = g*. The equation shows that signing
operations involve both the multiplicative inverse and the multiplication of secret
values. In threshold ECDSA, these operations must be performed on secret-
shared values. Thus, it requires secure distributed subprotocols to calculate both
k~! and k~ 'z from secret shares of k and z.

MTA APPROACHES. In recent years, numerous threshold ECDSA protocols have
aimed to overcome this challenge primarily through Multiplication-to-Addition
(MtA) operations [5,8,/12,(15417}21}23} 27,131} |33L[34]. The core idea of MtA
is to transform multiplication operations into addition operations through ho-
momorphic properties of underlying cryptographic primitives and related zero-
knowledge proofs.

Although several optimizations for MtA have been proposed in various set-
tings—such as Oblivious Transfer [17], Paillier [27|31], Castagnos-Laguillaumie
(CL) encryption [8|12,29], and Joye-Libert [32]—MtA remains computation-
ally and/or communicationally expensive, making it a dominant cost factor in
threshold signing. Furthermore, the inherently two-party nature of MtA presents
challenges in multi-party settings. Most existing approaches require pairwise
MtA executions over point-to-point channels, leading to O(n) communication
complexity and O(n?) computational complexity.

The state-of-the-art in this area is the work by Doerner et al. |17], denoted
by DKLs24, which introduces a three-round threshold signing protocol by re-
formulating the signature equation and leveraging VOLE for MPC operations.
While the use of Oblivious Transfer-based MtA enables high computation effi-
ciency, the scheme still incurs O(n) communication complexity. Moreover, each
OT-based MtA operation requires at least 50 KiB of communication |17, section
8.5], further contributing to the overall cost.

THRESHOLD CL APPROACH. Castagnos-Laguillaumie (CL) encryption [9] is an
additive homomorphic encryption scheme. One of its key advantages is its flex-
ible message space, which can be freely adjusted to match that of ECDSA.
Additionally, similar to ElGamal, it is well-suited for threshold decryption and
related applications. Building on the work of Braun et al. [4], which explored
multiparty computation using threshold CL encryption, Wong et al. [28| lever-
aged this technique to design a four-round threshold ECDSA protocol (hereafter
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denoted by WMC24). Their most significant contribution is the first threshold
ECDSA scheme with constant communication complexity. Additionally, they
achieved identifiable abort, which allows the detection of misbehaving parties,
and robustness, ensuring that the signing process can continue and produce a
valid signature as long as the remaining participants meet the threshold require-
ments.

Round Complexity and Communication Complexity. As in other multi-
party computation protocols, communication rounds are a key efficiency metric
in distributed signature protocols. If each round incurs a network latency of 9,
the total delay scales to O(rd), where r is the number of rounds. This effect is
especially pronounced in geographically distributed deployments. Furthermore,
reducing the number of rounds minimizes reliance on network stability, as each
additional round introduces potential failure points where network interruptions
could necessitate a protocol restart.

Motivation. In summary, while DKLs24 [17] operates in just three rounds, it
requires at least O(n) communication. On the other hand, WMC24 |28] achieves
constant communication complexity and robustness but requires at least four
rounds, leading to increased network delay, as previously discussed. These trade-
offs motivate this work: Can we design a three-round threshold ECDSA scheme
while maintaining constant communication complexity? Moreover, what must
be sacrificed if we aim to achieve both three-round execution and robustness?

1.1 Owur Contribution

We introduce two three-round threshold ECDSA schemes based on threshold
CL encryption, comprising a two-round offline signing phase followed by a non-
interactive online signing phase. The first scheme, TECDSA-Normal, serves as
a basic non-robust variant, while the second, TECDSA-Robust, extends it to
incorporate robustness.

The comparison of previous threshold ECDSA protocols and ours is given in
Table [1] in terms of rounds, computation, and (outgoing) communication. Our
basic scheme (without robustness) achieves three-round signing while maintain-
ing constant communication complexity. Meanwhile, TECDSA-Robust achieves
both three-round signing and robustness at the cost of sacrificing constant com-
munication complexity.

We implemented both threshold ECDSA schemes in C++ using the BI-
CYCL library. The experimental results are illustrated in Figure |[5| and Table
Our basic scheme without robustness has the best performance. With n = 20
participants, our robust scheme reduces the execution time by 50% and offline
communication overhead by 23% compared to WMY23 |29]. In small-scale set-
tings (n = 2,3,5), it maintains comparable efficiency with WMC24 [28]. With
one fewer offline round than WMC24, our robust protocol has the potential to
achieve better efficiency in network environments where communication latency
is substantial.
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Signing Protocols [Rounds| Computation |Communication|Fault ID|Robust
CCL23 [8] 7 |OMm)+0n*)| O(n)+0(n) v X
WMY23 |29] 6 |O(n) +O(tn?)| O(n)+ O(n) v v
WMC24 28] 4 O(n) +O(n) O(1) v v
DKLs24 |17] 3 O(n) O(n) X X
TECDSA-Normal| 3 O(n) + O(n) O(1) v X
TECDSA-Robust| 3 O(n) + O(tn) O(t) v v

Table 1: Round, computation and (outgoing) communication of (t,n)-threshold
ECDSAs. "+" denotes the extra cost for fault identification (Fault ID). Fault
ID is the foundation of robustness: identifying misbehaving participants and
discarding their contributions is essential to achieving robustness.

1.2 Technical Overview

We begin by analyzing why WMC24 |28| requires four rounds. We then present
our three-round approach without robustness, followed by an enhanced solution
that incorporates robustness.

Let EIG.Enc(g®) denote the ElGamal encryption of g®. It satisfies the prop-
erty EIG.Enc(g?) - EIG.Enc(g®) = EIG.Enc(g®*?) for some publicly defined oper-
ation -. CL encryption is an additively homomorphic encryption scheme with a
structure similar to ElGamal encryption in the exponent—meaning the plaintext
is a rather than ¢g®. Let CL.Enc(a) denote the CL encryption of a. It satisfies
CL.Enc(a)®CL.Enc(b) = CL.Enc(a+b) for some public operation @, which differs
from that in ElGamal encryption.

WMC24’s APPROACH. WMC24 rewrote the form of ECDSA as s = k(H(m) +

ar) and R = gkfl. Their scheme works as follows; in the first three rounds
prepare components for the final round of online signing.

— Round 1: Compute the CL encryption CL.Enc(k;) of the shared value k; and
the ElGamal encryption EIG.Enc(g??) for the shared randomness ¢;. Using
the homomorphic properties, derive CL.Enc(k) and EIG.Enc(g?).

— Round 2: Compute CL.Enc(k-x;) and CL.Enc(k-¢;), which collectively yield
CL.Enc(k - ) and CL.Enc(k - ¢).

— Round 3: Perform threshold decryption on CL.Enc(k - ¢) to obtain k - ¢.
Similarly, threshold decrypt EIG.Enc(g?) to derive g?.

— Round 4: Construct and threshold decrypt CL.Enc(k(H (m)+rz)) to extract
s =k(H(m) + rx).

R = g"f1 can be computed using (gqﬁ)(’“"i’r1 only after at least three rounds
of communication. The value r is then derived from R and used to construct
CL.Enc(k(H(m) + rx)), enabling the extraction of s = k(H(m) + rx) in the
fourth round. Since R = g’(1 can only be obtained after three rounds, WMC24
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needs at least four rounds, even if robustness and/or fault identification are not
required.

OUR APPROACH. We start from the original form as defined in Equation [I] Let
Com(a) be a commitment of a. Our first scheme utilizes additive secret sharing
and roughly works as follows:

— Round 1: Compute the CL encryption CL.Enc(¢;) of the shared randomness
¢; and the commitment Com(g"+) for the shared randomness ¢;. Using the
homomorphic property, derive CL.Enc(¢).

— Round 2: Compute CL.Enc(¢z;) and CL.Enc(¢k;) for shared secret key x;
and shared randomness k;, which collectively yield CL.Enc(¢x) and CL.Enc(¢k).
Open the commitment Com(g*) to obtain R = ¢g* and subsequently derive
r.

— Final Online Round: Upon receiving message m, reconstruct the cipher-
text C' = CL.Enc(¢(H (m) + rz)) using the homomorphic property. Perform
threshold decryption on C' and CL.Enc(¢k) to compute s as

s= ¢H(m) + rz) =k Y H(m) + rz).
ok
In this way, we reduce the communication rounds to three while maintaining
constant communication complexity. To defend against malicious adversaries,
several zero-knowledge proofs are required. For details, please refer to Section [3]

ROBUSTNESS. However, the above scheme is not robust. The reason is as follows.
Each party picks the secret share k; randomly, implicitly assembling the secret
k =ki+---+ky,. If some party P;+ does not contribute correct k;+ in Round 2, the
protocol will get R = g*~%* . That is, the adversary can bias the distribution
of R. The above argument can also be reflected in the security proof: even if
the simulator can extract the adversary’s R;s from Com(R;) after Round 1,
the simulator cannot simulate honest parties’ R;s s.t. all R;s and Rjs sum up
to a fixed R obtained from the ECDSA oracle if some party Pj- chooses not
to correctly open R;+ in Round 2. Non-robust schemes [5}/17] can tolerate this
because the protocol will abort if a party fails to correctly open its commitment,
but a robust protocol will continue.

In the second approach, we convert the n-out-of-n share k; into t-out-of-n
share, making k; t—thresholdﬂ In this case, the honest parties’ R;’s are simulat-
able, which are ¢-threshold shares of the pre-determined R. A straightforward
approach is to use Shamir’s secret sharing. However, on this basis, we also need to
ensure that the correctness of the distributed shares is publicly verifiable, where
malicious parties can be publicly identified and excluded. At the same time, we
aim to avoid introducing additional rounds for the generation of ¢t-threshold k;.
To achieve these properties, we borrow |6]’s two-round distributed randomness
generation (DRG) protocol with publicly verifiable secret sharing (PVSS) as a
basic tool. The current two offline rounds and DRG can be executed concurrently
without increasing the number of rounds. For details, please refer to Section 4

! We say {k;}ic[n are t-threshold, if any n’ such shares can reconstruct k if n’ > ¢.
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1.3 Related Work

Based on MtA. At present, the construction of MtA can be implemented by
various primitives, including Paillier homomorphic encryption [21)23], Castagnos-
Laguillaumie (CL) encryption [7,(10}/12}/29,34], Joye-Libert (JL) homomorphic
encryption [32], and via oblivious transfer (OT) [15H17].

Doerner et al. [15] presented a three-round 2-out-of-n threshold ECDSA
scheme that MtA is instantiated by an actively-secure variant of Gilboa’s OT-
based multiplication protocol [20]. In their subsequent work, |16] constructed
a three-round variant with reduced bandwidth requirements. The scheme in-
troduces a logt-round protocol that converts t-party multiplicative shares to
additive shares, enabling extension to the multi-party setting. Their threshold
construction requires communication bandwidth of 50t KBytes per party. Build-
ing upon [16|17] devised a novel two-round VOLE protocol to construct an OT-
based t-out-of-n three-round threshold ECDSA scheme without zero-knowledge
proofs. Their work achieves lower communication costs than |15[16], and intro-
duces no additional assumptions or primitives.

Based on Threshold CL Encryption. Braun et al. [4] constructed the first
threshold scheme for CL encryption by designing zero-knowledge proofs for
multiplicative relations between encrypted values. Their construction enables
constant-communication secure multiparty computation in the You-Only-Speak-
Once (YOSO) model. Building on this work, Wong et al. [28] applied threshold
CL encryption to threshold ECDSA, achieving protocols with constant com-
munication complexity, while existing protocols based on MtA [8L[L7] require
quadratic communication.

Others. Abram et al. [1] developed a threshold ECDSA with very low band-
width using a pseudo-random correlation generator (PCG). However, the compu-
tational cost of their scheme is high (i.e., 1 to 2 seconds per ECDSA signature).

2 Preliminaries

Let [n] denote the set {1,2,--- ,n}, where n is the number of parties indexed by
i € [n]. The system has a corruption threshold ¢ and a computational security
parameter A\, where all parties run in polynomial time with respect to \. Let &
and ® denote the homomorphic addition and scalar multiplication operations
on ciphertexts, respectively. For any subset S of parties, the Lagrange coefficient
¢ for party i € S evaluated at x = 0 is computed as ¢§ = HjES\i JJTZ Let @
denote the CL ciphertext of a € Z,.

2.1 The ECDSA Signature

Let G =< g > be an elliptic curve group of order ¢ with generator g. Denote the
public parameters as ppg;; = (G, g,q). A cryptography hash function is defined
as H : {0,1}* — Z,. The ECDSA is defined as follows:
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1. Keygen(1*): on input 1*, choose a random = < Z,, set z as the private key.
Compute X = g%, and set X as the public key.
2. Sign(z, m): on input sign key x and message m
— Choose a random k < Z,, compute R = (r,,7,) = g*.
— Compute r = r, mod ¢ and s = k~1(H(m) +rz) mod q.
— Output (r, s) as the signature El
3. Verify(m; (r, s)) calculates (ry, 7)) = R =g° 2 . X" and outputs 1 if
and only if »r = r, mod gq.

The ideal functionality Fecpsa for threshold ECDSA is shown in Figure
It consists of two functions, namely, a key generation function Keygen, called
once, and a signing function Sign, called an arbitrary number of times under the
generated key. We, following [23], say that an (¢, n)-threshold ECDSA is secure
if it realizes Fecpsa in the presence of a malicious static adversary according to
the real/ideal definition [22].

Functionality Fecpsa interacts with parties Py, ..., P, as follows:

— Key Generation Keygen: On receiving Keygen(1*) from all parties,
e select a random value = < Z,; and computes the public key X = g*
e sent X to P1,..., P,
e store (G, g,q,z,X) and ignore any further call to Keygen
— Signature Generation Sign: Upon receiving (sign,sid, m) from at least ¢ + 1
distinct parties, if sid has not been used before,
e select a random value k < Z, and compute R = (rz,7,) = g~.
e calculate 7 = r, mod q and s = k™ (H(m) + rz) mod ¢
e send (7, s) to the queried parties and store (complete, sid)

Fig. 1: The (¢,n)-threshold ECDSA functionality

2.2 CL Threshold Encryption

The class group framework [9] is defined by public parameters (5, f, G4, g, G, F, qQ),
where G is a finite abelian group of order ¢s. The factor § remains unknown with
(¢,5) = 1 and s serves as an upper bound for §, ensuring s|$. Three subgroups
are defined based on G:

— F = (f), a unique subgroup of order q.
— G7 = (g,), a subgroup of g-th powers with order s.
— G' = (fg,), a cyclic subgroup of order gs.

2 It is well known that for every valid signature (r, s), the pair (r, —s) is also a valid
signature. To make (r, s) unique, in this paper, we mandate that the “smaller" of
{s, —s} is the output.
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These subgroups are related by the isomorphism F' x G4 = G’ C G.

The Castagnos-Laguillaumie encryption. Let ppc, := (5, f, GY, g4, §7 F,q)
be the public parameters, and let D, denote the interval [0, 2)‘q3] The Castagnos-
Laguillaumie (CL) encryption scheme [9] operates as follows.

— CL.KGen(ppc,,1*) — (pk,sk) : Randomly choose sk < D, and pk := gF.

— CL.Enc(pk,m) — (c1, c2): Given pk and m, randomly choose r < Dy, output
ciphertext (c1,c2) = (g7, f™pk").

— CL.Dec(sk, (¢1,¢2)) = m: Given sk and ¢, output m = logf(CQ/cﬁk).

The threshold CL encryption. A t-out-of-n threshold CL scheme [4,/28], re-

quiring t+ 1 quorum for decryption, comprises five probabilistic polynomial time

(PPT) algorithms, denoted as t-CL = (Setup, KGen, Enc, PartDec, FinDec). The

Setup algorithm generates the public parameters tuple ppc,. = (8, f, G9, g, @, F,q)
for the CL framework [9,/10].

Upon completion of key generation KGen in [4]28], each party P; stores a
private key share sk; € D, and the corresponding public key share pk; = quSki,
while the aggregate public key is computed as pk = quSk, wheresk =3, s (sk;.
The encryption algorithm Enc follows the original CL encryption algorithm with
a minor modification: it replaces g, with quQ in the first part of the cipher-
text. For decryption, the process is split into two phases, PartDec and FinDec

illustrated in the following.

— t-CL.Enc(pk,m) — ¢: Given pk and message m, output ¢ = (c1,¢2) =
((g2°)", Fmpk").

— t-CL.PartDec(pk, sk;, ¢) — (pc;, m;): Given pk, sk;, and ¢ = (c1,¢2), output
partial decryption pc; = ¢ ki and a zero-knowledge proof of partial decryp-
tion 7; (which will given in section [2.3).

— t-CL.FinDec(pk, {pc;, m; }ics, ) — m: Given pk, a set {pc;, m; }ics with |S| >
t+ 1, and ¢ = (e1, ¢), verify m; for all ¢ € S. If all the proofs are accepted,

g, (27 Tl pe:)

AQ

then compute and output m = mod ¢, otherwise abort.

We need the following security properties of CL and t-CL for our schemes.

— CL encryption is indistinguishable under chosen plaintext attacks (IND-
CPA) secure under the DDH assumption over G [9, Theorem 4]

— We say t-CL is t-IND-CPA secure if it is IND-CPA secure even allowing the
adversary to corrupt at most t parties [28|.

— t-CL satisfies simulation security which says, without knowing the secret key
sk;, we still can simulate pc; and 7; which is indistinguishable from real
ones |28, Lemma 7].

2.3 Zero-Knowledge Proof

An interactive proof for a language L is an interactive protocol between a prover
P and a verifier V. Assume R is the associated relation of L. We call (P,V)



Three-Round (Robust) Threshold ECDSA from Threshold CL Encryption 9

an interactive proof for R or L if it satisfies: completeness which says for every
x € L, (P,V)(x) always accepts; and soundness which says for every = ¢ L and
every prover P*, Pr[(P*,V)(x) = 1] is negligible.

An interactive proof is zero-knowledge if for every PPT V* there exists a
PPT simulator Sim s. t. {View].(z)},er and {Simg(z)},cr are statistically
indistinguishable. It is said to be honest-verifier zero-knowledge if zero-knowledge
holds for any PPT honest verifier.

Y-protocol |11] is a special honest-verifier zero-knowledge proof. X-protocol
can be transformed into a non-interactive zero-knowledge proof (NIZK) using
the Fiat-Shamir transform [18] in the random oracle model. To simplify the
presentation, we denote NIZK for relation R as HZE = (Proveg, Vrfyy ):

— Proveg(z,w) — mr: Given a statement = and a witness w, output 7.
— Vrfyg (z,mr) — b: Given a statement x and a proof 7, output b € {0,1}
indicating 7w is accepted or rejected.

A zero-knowledge proof of knowledge is a stronger form of zero-knowledge
proof that not only demonstrates that = € L but also requires a proof of knowl-
edge. This means there must exist a PPT knowledge extractor Ext that can
extract the witness w from a valid proof. A better way to capture this is ideal
zero-knowledge functionality. The ideal zero-knowledge functionality 7% within
binary relation R is defined in Figure [2}

Functionality F,¥ interacts with parties Py, - - - P, as follows:

Upon receiving (prove, sid, 4, z, w) from party P; where i € [n], Fir checks if sid
has been previously used. If not, F,¥ broadcasts (proof,sid,z) to all parties if
R(z,w) = 1; otherwise, ignores the message.

Fig. 2: The zero-knowledge functionality

The committed NIZK functionality aims to capture the commitment of non-
interactive zero-knowledge proof of knowledge. It, denoted by Fggm_zw is illus-
trated in Figure

We will need zero-knowledge proofs, ideal zero-knowledge proof functionality,
or ideal committed NIZK for the following relations. To be specific, we need
zero-knowledge proofs for relations R, Raicl; Rpart-decs Rshs and Reldec-dl, Fox
for Rel-enc, and fzgm_zk for Rqr.

Relation for Discrete Logarithm. Ry verifies that the witness k € Z; is the
discrete logarithm of R € G. Refer to [26] for the instantiation.

Ra = {(R;k) | R€E G,k € Zg, R = g"}

Relation for CL Encryption. R.enc verifies that a CL ciphertext ¢ = (¢1, ¢2)
is a correct format with message m with the random nonce r.

A2\" m.T
Rcl—enc = {(pk7 c;m, 7’) S DII7 Cc1 = (gq ) , C2 = f pk }
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Functionality F<. . interacts with parties Py, - - , P, as follows:

— Commit and Prove: Upon receiving (com-prove,sid, z,w) from a party P;
where i € [n], F. checks if sid has been previously used. If not, Foo o
stores (sid, 4, z,w) and broadcasts (proof-receipt,sid, i) to all parties; other-
wise, FX . ignores the message.

— Decommit and Verify: Upon receiving (decom-proof,sid,i) from P; where
i € [n], FZ. , first checks that a record (sid,s,,w) exists and
(decom-proof,sid, i) has not been received before. If these conditions are
met, Foona checks whether (z,w) € R. If (z,w) € R, Fiux
broadcasts (decom-proof,sid,z,1) to all parties; otherwise, broadcasts
(decom-proof, sid, z, 0) to all parties.

Fig. 3: The Committed NIZK Functionality F% for R

com-zk

Relation for Multiplying CL Ciphertext with Discrete Logarithm.
Rar.a verifies that the CL ciphertext ¢; = (c11,¢12) is obtained by multiply-
ing ¢y = (co1, coz) with « € Zg, where X = ¢* € G.

Raad = {(X,co,c1;2) | X = g%, co1 = 117, co2 = 12"}

Relation for Correct Partial Decryption. Rptdec Verifies that pc; is a
partial decryption of ¢ = (c1, ¢p) that pe; = (¢£2)%¢, where sk; is a CL encryption

key share.

Rpart—dec = {(pkiacvpci;Ski) | pkz‘ = (qu)Skiapci = (CIA)Ski}

For the instantiation of Re-enc; Rdi-cls Rpart-dec, refer to [28, Appendix AJ.
Relation for Validity of Encrypted Shares. Rg, verifies that CL ciphertexts
{Ctw) }ieT are encryptions of a random polynomial f(u) € Z,[u]<; evaluations.

Reh = {({Cf(i)}iGTaf(u))

f(u) € Zylu]<i,
Vie T : Cyuy = CLEnc(eks, f(i))

Relation for CL Decrypted Plaintext with Discrete Logarithm. R _gec.qi
verifies that a CL ciphertext C, is encrypted by ek is a correct format with a € Z,
and a is the discrete logarithm of A.

Retdecdl = {(Ca, Asa,dk) | a € Zg, dk € Dy, A = g*, a = CL.Dec(dk,C,)}

For the instantiation of Reh, Rel-dec-di, refer to [6, Figure 4] and |4}, Section 5].

3 Basic Threshold ECDSA: TECDSA-Normal

In this section, we present a three-round threshold ECDSA protocol Iltecpsa
achieving t-out-of-n threshold security without the requirement of robustness.
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3.1 Key Generation

The key generation incorporates two distinct distributed key generation (DKG)
protocols: one for generating a key pair for CL threshold encryption, and another
for ECDSA public key. Note that two DKG protocols are executed once in each
call between n parties before the signing protocol is executed.

DKG for CL IIpkg.cL- The protocol is instantiated as in [4,/28]. The protocol
results in ¢-out-of-n access structure of key pair (pk; {pk;}7,, {sk;}7~,) for the
threshold CL encryption, where (pk, = quSkf7ski) is the share of public-secret
key pair for party P;, and pk is the aggregate public key. Since it is the same as

that 28], we leave the details of ITpkg.cL in our full version.

DKG for ECDSA Ilpkgsig- Since the distributed key generation of ECDSA
key pair (z, X = ¢g%) is a well-established problem, we can leverage existing works
directly. It results in t-out-of-n access structure of key pair (X; {X;}7 ¢, {z:},),
where (X; = ¢, x;) is the share of public-secret key pair for party P;, and X
is the aggregated public key. Since it is the same as that in prior work [19], we
leave the details in the full version.

3.2 Threshold Signing

After key generation, each party P; obtains their private key sk; and x;, and
corresponding public values {pk;};cn) and {X;};c[n) through the execution of
IIpke-cL and IIpkesig-

Iltecpsa takes as input the system parameters (ppCL, ppSig,n,t,T), where
T C [n] and |T| > t + 1. For each ¢ € T, P; has the threshold CL encryption
public key pk, the ECDSA public key X, a unique session identifier sid, the
message m to be signed, a public key infrastructure comprising encryption keys
{pk;}jeT and signing keys {X,};e7, along with their respective secret shares
consisting of a private signing key z; and a decryption key sk;.

Iltecpsa, as illustrated in Fig. EL comprises two offline rounds that can be
executed independently of the message m, followed by an online signing round
that incorporates m.

Round 1. Each party P; acts as follows:

1. Sample ¢;, k; <8 Z, uniformly. -

2. Calculate the ciphertext of threshold CL encryption ¢; < t-CL.Enc(pk, ¢;).
3. Calculate the nonce share R; = gki.

4. Send (prove, sid, i, d;, ¢;) to Fro= and (com-prove, sid, i, R;, k;) to Fiu2 .
Round 2. Upon receiving (proof, sid, ¢,) from ]-"ZE"*"‘ and (proof-receipt, sid, j)

from ]—'gi;;_zk for Pj, each party P; acts as follows:

1. Use homomorphism to calculate ¢ = @jeT ¢;j.
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Three-Round Threshold ECDSA Protocol IItecpsa

(prove,sid,d; ,¢;) (prove,sid, ;)

Sample ¢; < Zq, ¢; + t-CL.Enc(pk, ¢;) ].'Tcl»enc

z

Sample kz s Zq, R; = gki (com-prove,sid,i, R; ,k;) fz:::_zk (proof-receipt,sid, )
................................................... Round 2 (sid)....ouvuini i
¢=EP e
JET

Compute ¢z; = ¢ © &T;r:i

0 - = %77"2\_d1 - - 0
Tdl-cl; < Provea.a(Xi, ¢, ¢z i) Vrfyg o (PPeLs Xjs @5 925, Tdl-cl;)
Compute ¢k; = ¢ O k;

1 - m’”jl»cli - — 1
Tdlal; < Proveaia(Ri, ¢, oki; ki) Vrfyg o (PPeLs B, &, Dk, Taial ;)

(decom-proof,sid, i) _FZ:::_Zk (decom-proofi,sid, R ; ,b) Ifh— 07 return L

................................................. Round 3 (Sid, 7). .o vvuie it

R = H R;, Store z-coordinate of R as 15

JET
=@ dk;, ¢t =6 © H(m) {@mj @rz}
JET JET
0 . 0 0 P? Toart-dec, 0 0 0
(pci ) 7Tpart»deci) — t'CL'PartDeC(pk7 Ski7 c ) Vrfypart-dec(pka pe;,c, ﬂ—part—decj)
11 1 pc%’";artfdecl 101 1
(pci ) 7Tpart»deci) — t_CL-PartDeC(pk7 Ski: Cc ) Vrfypart»dec(pk7 pc;,c, 71'part—dec]')
............................................... Output of Protocol ......... ... .

p° < t-CL.FinDec(pk, {pc} }ieT, ¢°)
p' + t-CL.FinDec(pk, {pc}}ig—,cl)
Output (r,s) = (rz,p'/p")

Fig.4: Threshold ECDSA IItecpsa

2. Compute the ciphertext ¢x; = ¢@L] x; and generate a zero-knowledge proof
Toa; < Proveqia(Xi, ¢, oxi; x;).
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3. Compute the ciphertext ¢k; = ¢ ® k; and generate a zero-knowledge proof
o a; < Proveqia(R; L, dkis k).

4. Send (decom-proof,sid, i) to fgﬁ; L and receive (decom-proof,sid, R;, b;).

Broadcast ((bl‘“ﬂ'm_di) and (qﬁkz,wdl_di) to all other parties.

6. Verify Vrfyy. o (ppcL, X;s &, by, 7G ;) and Vifyg o (ppey, R, 6, 9k, mhi.q ;) for
each j # 4. If any verification fails or b; = 0, P; aborts.

ot

Round 3. With the input of a message m, upon receiving (QTEJ, 7Tg|_c|j) and

(ok;, wdll_clj) from P;, each party P; acts as follows:

1. Compute R = [[;.+ R; and sets r = r; as the z-coordinate of R.

2. Locally compute ¢® = @jeTngcj.

3. Locally compute ¢zr, = @jeT‘ﬁch ® r, and ciphertext ¢! = ¢ ® h @ pxr,,
where h = H(m) is the output of hash function with inputting mebsage m.

4. Broadcast the partially decrypted shares with its proof (pc¥, 7 part dec; ) +—
t-CL.PartDec(pk, sk;, c”) and (pc}, 7. dec;) < t-CL.PartDec(pk, sk;, c!) to all
other parties.

Upon receiving a threshold number of partially decrypted shares from other
parties, P; generates the signature (r, s) as:

1. Compute p <+ t-CL.FinDec(pk, {pcl,wpart dec; Yier, )
2. Compute p! «+ t-CL.FinDec(pk, {pc}, 7 part dec; YieT,ct).
3. s=p'/p" mod g, output (r,s) if Verify(m ( s)) =1

3.3 Security Proof of TECDSA-Normal

Theorem 1. Assume that the parties Py, Ps, ..., P, are invoked with the same
(ppCL, PPsig: 1, T, 7'), where T C [n] contains at most t corrupt parties. If t-CL is
simulation secure and t-IND-CPA secure, our threshold signature protocol securely
realizes functionality Fecpsa (deﬁned in Fig. I) in the presence of a malicious
static adversary A in the (F, ) -hybrid model.

’R
com-. zk7

The simulator S interacts with the ideal functionality Fgcpsa to generate
ECDSA public key X, and many signature pairs (r,s). In the ideal world, S
only learn X, and many ((r,s), m)’s where m is the message to be signed. In
the real-world adversary A observes all protocol interactions with honest par-
ties. Therefore, given only the expected outputs X and (r,s), m)’s, S needs to
simulate the view of adversary A.

Let A be an adversary corrupting a subset of parties I C [n] of size at most
t, and let J = T\I denote the set of honest parties. Without loss of generality,
assume there exists one honest party Pj- € J.

Key Generation Phase. To simplify the proof, we take IIpkc.-cL and Ilpke-sig
as ideal functionalities (in fact, they are securely realized in 28] and [19] re-
spectively). After receiving the ECDSA public key X from Fecpsa S simulates
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IIpkeg.cL and IIpke-sig» obtaining {(Ski, Z‘i)}ie] and all public keys {(pki7 Xi)}ie[.
For every j € J\{j*}, S generates random shares {(skj, z;)} e t;+} for all hon-
est parties except Pj-, and computes their public keys {(pk;, X;)}jcn (j~}- The
shared public key X« in ITpkgsig (resp. shared public key pkj* in ITpkg-cL) can
be computed from the inverse of the aggregation algorithm. The correctness of
the simulation has been addressed in 28] and [19], respectively. We remark that
S does not hold the secret keys x;« and sk;« for P;«, making the simulation in
signing phase challenging.

Signing Phase. S simulates the signing protocol as follows: Upon receiving
(sign, sid, m), it forwards this message to Fecpsa and obtains the signature (r, s)
in return. S then computes point R using r as its x-coordinate, and proceeds to
invoke A in the protocol execution. In the simulation of Round 1, § works as
follows:

1. Ssamples ¢; <8 Z, randomly and computes the ciphertext (5]- = t-CL.Enc(pk,
¢;) for all j € J.

2. S simulates .FR°"E“° sending (proof,sid, ¢;) to A for all j € J. In addition, S
simulates F_J i‘lzk sending (proof-receipt, sid, j) to A for all j € J.

3. S receives (prove sid, i, ¢;, ;) and (com-prove,sid, i, R;, k;) as sent by A to
Fo Reenc and FR4  for every corrupted party ¢ € I. S ignores any message

com-zk
w1th an illegal value or incorrect format.

For j € J\{j*}, S samples k; < Z, randomly and sets R; = g*. For j = j*, S
sets Rj~ = R/ (HzEIR HJGJ\{J }R )

In the simulation of Round 2, § works as follows:

1. S receives the (decom-proof,sid, R;, 1), and (¢xz;, 73 ;) and (¢k;, w)q,) as
sent by A on behave of every corrupted party i € I. S ignores any message
with an illegal value or incorrect format.

2. S uses homomorphism to compute ¢ = ®ueluJ ¢y, for all j € J.

3. For j € J\{j*}, S computes the sharing ¢z; = gb ® llz; and ¢k; = ¢ ©
kj, then generates proofs 79 aj < Proveg. a(Xj, 0, bx;;2;) and ). aj <
Provec”_d( 7 qj), ¢]€J, k/’j)

4. For j = j*, S first samples v +$ Z, and sets v := ¢k, which implies sy =
¢H(m) + ¢rz where s is obtained from Fecpsa. Using the public key pk, S
encrypts v and sy to obtain 7 < t-CL.Enc(pk, ) and 57 + t-CL.Enc(pk, s7)
respectively. Under the homomorphic property of CL encryption, S com-

putes:
o= S ok =Y ok
jeN{i*} i€l
sy — ¢H(m
5127 Z oz — Z@H
jeJ\{s*} i€l

S simulates the zero-knowledge proofs for Pj-:

Taiclj= ¢ SiMaa(Xje, ¢, ), Tgaje < Simaca(Rj+, ¢, )
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5. & sends (decom-proof,sid, R;, 1) to A, and (¢z;, g ;) and (ok;, 7 ;) to
A on behave of P; for all j € J.

In Round 3, parties broadcast their partial decryptions of ¢ and ¢! with
corresponding zero-knowledge proofs. To simulate Pj-’s partial decryption pc?*
of ¢, the simulator S computes (c°)2FU") where F(u) = Ask + S4_, aqu?

is the polynomial from Ilpkg.cL. The proof Wgart-decj* is generated using zero-

knoweledge simulator Simpart_dec(pk, ()4, pc.) without knowledge of skj-. The
same process applies to (pc}*,wéart_decﬁ). Having acquired all necessary values
in A’s view, S is able to simulate for all honest parties j € J. The simulation
ensures the signature (r, s) from Fgcpsa is output and verifies successfully.

The difference between a real execution and simulation lies in the generation
of Rj«, ¢pxj«, ¢kj~, and the simulated proofs wd and 7T3|_c|j* for b € {0,1}.

part-dec 5%

In the simulation, R;« is computed as R/ (Hig R; HjeJ\j* Rj) , while in the real

execution ;- = g"i* where kj= <8 Zq. These distributions are identical since

Fecpsa samples k£ uniformly from Z, and computes R = g*. The simulation
uses a and 3 to simulate ¢x;- and ¢k;- respectively. The t-IND-CPA security
of threshold CL encryption ensures that a and S do not leak any information
about the plaintext, making them computationally indistinguishable from the
real execution. Furthermore, the zero-knowledge property of proof systems for

b b . . .
Repart-dec and Ryl ensures that ﬂ—part—dec]'* and Tleclj+ AT€ computationally indis-

tinguishable from Provepat.dec(-) and Proveg.q(-) respectively.

Consequently, the view of adversary A in the real execution is computation-
ally indistinguishable from that in the simulation. That is, any PPT adversary
corrupting at most ¢ parties has only a negligible advantage in distinguishing
between the real execution and the simulated execution by S.

4 Threshold ECDSA with Robustness: TECDSA-Robust

Robustness means that with a sufficient number of honest parties, the protocol
is guaranteed to output the requested signatures. The protocol IItgcpsa lacks
robustness because the previous k; is the full-threshold and the absence of a
single party’s share will result in the failure of the signing process.

Our robust protocol requires an additional publicly verifiable secret sharing
(PVSS) to generate shares of k under the ¢-threshold access structure, ensuring
that k can be implicitly recovered when sufficient (> t) honest parties are present.
We invoke [6]’s distributed randomness generation (DRG) to achieve robustness
without increasing the number of rounds.

Distributed Randomness Generation (DRG). DRG enables n parties to
cooperatively share a secret s € Z, with a threshold ¢ and output the corre-
sponding public value g° € G. The construction of the DRG scheme ITpgrg in [6]
follows the specifications:
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Syntaz. ITprg consists of three phases (Setup,ShareDist, ShareComb) with the
following interfaces:

— Setup(1*) — (pppre; {€ki, dk;}icn)): On input security parameter A, it out-
puts public parameters and key pairs.

— ShareDist({ek;}je1,t) = ({Cuw,,}jeT, Tsh;): On input encryption keys and
threshold, it outputs shares and a (constant-size) consistency proof.

— ShareComb({Cy, , }jeT, dki) — (wi, Wi, Tel-dec-ar): On input encrypted shares
and decryption key, it outputs the combined secret share, public share, and
a consistency proof.

Construction. The detailed construction is as follows.

— Setup: Each party P; generates a CL encryption key pair (ek;, dk;) < CL.KGen
(ppcL, 1), broadcasts ek; and keeps dk; secret.
— ShareDist: For each party P; does
1. Sample random polynomial f;(X) € Z,[X] of degree t.
2. Compute share w; ; = f;(j) and encrypt share Cy, ; < CL.Enc(ek;, w; ;)
for each j € T.
3. Generate sharing proof 7, < Proves,({Cy, ; }ieTs f(+))-
4. Broadcast ({Cy, ; }jeT,Tsh;) to all other parties.
— ShareComb: Upon receiving ({Cw, , }je7, Tsh,;) from P, each party P; does
1. Update 7 = T\{j} if verification Vrfyy,({Cuw,, }jeT, Tsh,) fails.
Decrypt valid shares w;; < CL.Dec(dk;, Cy, ;).
Combine its own secret share: w; = ZjeT wj,i mod q.
Compute public share W; = ¢ € G.
Generate decryption proof 7| dec.d; < Provec.dec.di(Cw,, Wi; w;, dk;) where
Cuw; = DBjer Cuw; i
6. Broadcast (W;, Tel.dec-dl;) to all other parties.

Gip b

Robust Distributed Key Generation. The previous DKG for CL IIpke.cL
can successfully realize the secret sharing of the CL key, as long as more than ¢
parties are present. However, the previous DKG for ECDSA Ilpkg.sig borrowed
from [19] (Refer to the full version) is not robust. The reason is it utilizes VSS,
instead of PVSS, the correctness of shares is not publicly verifiable.

Instead, it needs to be replaced with the above DRG, where the honest
parties know the (semi)honest parties set 7 and combine a signing key share w;
correctly (Step 3 of ShareComb). Thus, the robustness is guaranteed with DRG
for generating ECDSA’s key in a distributed manner.

Robust Threshold Signing. It is also a three-round scheme. The two-round
DRG protocol can be executed simultaneously with the first two rounds of the
non-robust threshold signing protocol. In modified Round 1, each party P; does:

1. Choose arandom ¢; < Zg and compute the ciphertext ¢; « t-CL.Enc(pk, ;).
2. Send (prove, sid, i, ¢;, ;) to ;Zlfcw,enc'
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3. Invoke ({Ck, ; }jeT,mshi) <ShareDist({ek;}jeT,t)-
4. Broadcast ((;%,{Ckiyj}je’rvﬂ'shi)'

In modified Round 2, upon receiving (q§j7 {Cx, . }jeT,msh;) from each party P;
and (proof,sid, ¢;) from ]—'ZEC"Q"C, each party P; does:

1. Verify Vrfyy, (ppcL, {ek;}jer, {Ch;, tieT, msh;) for all j # i. Update T =
T\ {j} if the verification fails.

2. Invoke (ki, R, Tel-dec-di;) < ShareComb({Cy; , }jeT, dk;).

3. Use homomorphism to compute ¢ = @j T Pj-

4. Compute the sharing 52571 = ¢ ® x; and generate a zero-knowledge proof
ng.cu < Proved|_c|(Xz-, ¢, ¢xi; xi).

5. Compute the sharing ¢k; = ¢ ® k; and generate a zero-knowledge proof
Trclil—cli — Proved|_c|(Ri, (Z), ¢ki; kz)

6. Broadcast (¢x;, 7rg|_di), (ks wj,_di) and (R;, Tel-decdi;)-

In modified Round 3, each party P; receives (¢z;, 7Tg|_c|j>, (Dks, ﬂ(},_dj) and (R;,
Tel-dec-dij) from each party P;. The differences from the non-robust protocol are
as follows.

1. Each party P; verifies ng_dj, Wj,_c|j7 Tel-dec-dl; and update 7 = 7 \ {j} if the
verification fails.
2. Compute R = HjeTEZ—RJ’ and sets r; as the z-coordinate of R.

3. Compute ? = GajeTij@ €JT and ¢zxr, = @jefr@zﬁix]@) (K;F STy

Analysis of Robustness. This protocol ensures that both k; and x; follow a t-
threshold access structure. As long as there are at least t+1 (semi-)honest parties,
R and c° are generated using the same k, while X and ¢xr, are generated using
the same x. Consequently, the final produced signature is valid.

Theorem 2. Assume that the parties Py, P, ..., P, are invoked with the same
(ppC,_, PPsigs 1, t, T), where T C [n] contains at most t corrupt parties. If t-CL is
simulation secure and t-IND-CPA secure, our robust threshold signature protocol
securely realizes functionality Fecpsa (defined in Fig. in the presence of a
malicious static adversary A in the (FX . FX)-hybrid model.

Proof Sketch. This proof is very similar to the proof of Theorem [I} Due to the
limited space, we only present the differences here.

In the key generation phase, after receiving the ECDSA public key X from
Fecpsa, S simulates the DRG, making it output X as ECDSA public key and
obtaining the adversary’s share {z;};c;. In the signing phase, after receiving
R from Fgcpsa S also simulates the DRG, making it output R as the public
nonce and obtaining the adversary’s {k;};cr. The concrete strategies of DRG’s
simulation can be found in [6].
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L (1,2)-threshold (2, 3)-threshold (4, 5)-threshold
Signing Protocols

Time Out.Comm Time Out.Comm Time Out.Comm

CCL23 8] 1012 6553 1518 10752 2531 19148
WMY23 |29] 1730 7680 2595 7850 4328 8192
WMC24 [28] 631 3490 938 3490 1564 3490

TECDSA-Normal 540 2426 810 2426 1350 2426
TECDSA-Robust 991 3330 1284 3564 1811 4032

Table 2: Runtime of total protocol (denoted by "Time", in ms) and (outgoing)
communication overhead of offline phase (denoted by "Out.Comm", in Bytes)
per party under threshold setting t = 1,2 and 4.

14 | —0— wmC24 A
-0- ccL23
124 A wMy23
~O— TECDSA-Normal L
—()— TECDSA-Robust AT

-0 WMC24

-0- ccL23

2509| A wmy23

~O~— TECDSA-Normal
|| =0 TECDSA-Robust

Runtime (s)

50 4

Incoming Communication (KBytes)
I

5 10 15 20 5 10 15 20
Number of Parties (n) Number of Parties (n)

(a) Runtime per party (b) Incoming communication per party

Fig.5: Runtime of total protocol and (incoming) communication overhead of
offline phase under threshold setting t =n — 1.

5 Implement and Comparison

We implement our two schemes based on BICYCL 2], an open-source C++
library optimized for class group arithmetic operations. Our implementation is
available at Github ﬂ Then we compare our schemes with existing protocols
18], [29], and 28] in Fig. 5| and Table [2| measuring communication costs and
computation time per party averaged over 100 runs.

All experiments are conducted on a virtual machine running Ubuntu 20.04
with an AMD Ryzen 7 PRO 4750U 1.70 GHz CPU and 8 GB RAM. For security
configuration, we match the 128-bit security level in [28]. Therefore, we choose
the 256-bit plaintext space and 1827-bit discriminant Ag for the class group,
using secp256k1 curve and SHA-3 hash function in the threshold ECDSA scheme.

To better illustrate the difference, we present incoming communication in
Fig. |5 rather than the constant outgoing communication in Table [I] Roughly

3 https://github.com/Jiangjiang- jiang/Three-Round-Multiparty-ECDSA| [main,
robust-version)]
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speaking, the incoming communication is ¢ times the outgoing communication
when t + 1 parties are involved.

The results in Fig. [f] show that among all protocols under comparison, our
basic scheme (without robustness) achieves the fewest rounds of interactions,
fastest running time, and the least offline communication overhead.

Our robust scheme reduces execution time by approximately 50% and offline
communication by approximately 23% compared to WMY23 [29] when n = 20.
Additionally, it eliminates one round at the expense of increased computation
and communication compared to WMC24 |28]|. We note that this additional cost
remains modest in small-scale settings (n = 2,3,5) as shown in Table 2| With
one fewer round than WMC24 [28], our protocol has the potential to achieve
greater efficiency in network environments where communication latency is a
significant factor.

For comparison, while DKLs24 [17] is computationally efficient, it incurs
significant communication overhead. At ¢ = 5, each participant transmits 248.5
KB, which surpasses the communication costs of all the schemes listed above.
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A Zero-Knowledge Proof

This section details the X-protocols for relations Rai, Rdi-cl, Rpart-dec; Rsh, and
Rel-dec-di from Section [2:3] along with Rgjnt and Re.dec for DKG of threshold CL
encryption (Appendix B.1)).

Denote pp; be the public parameters (G, g,q) over class groups, and pp,
be the public parameters (3, f, Gq,gq,é7}7‘7 q) over Elliptic curve groups. Let
D = 2*¢5 be the upper bound of Dy, and A4 be a statistical parameter.

The XY-protocol for relation Ry follows the standard discrete logarithm zero-
knowledge protocol under parameters pp;, while the protocol instantiated by
Rsh refers to [6] under parameters pp,.

A.1 Proof of CL Encryption

Given parameters ppy, ¢ = (c1,¢2), the X-protocol for the relation:

2 T
Relenc = {(pk, c;m,r) ‘ r €Dy, 1 = (qu ) , Gy = fmpkr}
between a prover P and a verifier V is as follows.

1. P chooses 11 <8 Zq, 1o <8 [0,22t24D], and computes t; = gy%, ta = frpk™.
Next, P sends (t1,%2) to V.
2. V selects e < [0,2*] and sends it to P.
3. P computes z1 =11 + e -m (over Z,), zo = r2 + € - r (over Z), then sends
(21, 22) to V.
4. 'V accepts the proof if all conditions hold:
— 21 € Zg and 23 € [0, (2 D) (2% + 1)]
— g9 =t-af
— [pkT =ty ¢

A.2 Proof of Multiplying CL Ciphertext with Discrete Logarithm

Given parameters (ppy, pps), ¢o = (co1,¢02), ¢1 = (c11,¢12) the X-protocol for
the relation:

. p— XT p— x — xT
Rara = {(X,co,c157) | X = g%, co1 = c11”, co2 = c12" }
between a prover P and a verifier V is as follows.

1. P chooses ry <$ Zg, 12 < [0,2*T4q] and computes , S = g™, t; = ¢11",ta =
c12"*. Next, P sends (S, t1,12) to V.
2. V selects e < [0,2*] and sends it to P.



22 B. Jiang et al.

3. P computes z1 = r1 +e-x (over Z,), zo = ro + e - x (over Z), then sends
(21, 22) to V.
4. 'V accepts the proof if all conditions hold:
— 21 € Zy and 23 € [0, (22D)(2* +1)]
— gzl = SXe
— o1 =t c11°

— €p2*? = tg - €12°

A.3 Proof of Correct Partial Decryption

Given parameters pps, ¢ is the first part of ¢, of which pc; is the partial decryp-
tion, the X-protocol for the relation:

Repart-dec = { (Pk;, 1, peisskq) | pk; = (g2°)™, pe; = (e )i }
between a prover P and a verifier V is as follows.

1. P chooses 7 ¢ [0,2*t*¢D], and computes t; = gy t2 = c1”. Next, P sends
(tl, tg) to V.
2. V selects e < [0,2] and sends it to P.
P computes z = r + e - sk; (over Z), then sends z to V.
4. 'V accepts the proof if all conditions hold:
— 2 €10,(2*D)(2* + 1)]
— g2 =t1-pk{
— c1® =ty pe©

@

A.4 Proof of Validity of Encrypted Shares

Given parameters pp,, the X-protocol for the relation:

Reh = {({Cf(i)}ieTaf(u))

f(u) € Zglu]<t,
Vi€ T : Cyuy = CL.Enc(ek;, f(i))

The instantiation of X-protocol for Re, refers to the |6, Figure 4].

A.5 Proof of CL Decrypted Plaintext with Discrete Logarithm

Given parameters (ppy, pps), Co = (c1,¢2), the X-protocol for the relation:
Retdec-dt = {(Ca, 4;a,dE) | a € Zyg, dk € Dy, A= g%, a = CL.Dec(dk,C,)}
between a prover P and a verifier V is as follows.

1. P chooses ry <$ Zg, 72 < [0,2*T2¢D], and computes S = g™, t; = fric}?, ty =
g% Next, P sends (S,t1,t2) to V.
2. V selects e <$ [0,2*] and sends it to P.
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3. P computes z; = r1 + € - a (over Z,), zo = 12 + e - dk (over Z), then sends
(2’1, 22) to V.
4. 'V accepts the proof if all conditions hold:
— 21 € Zy and 23 € [0, (2 D) (2% + 1)]
— ggl = S A¢
_ 922 — t2 . ek
— A =11 ¢
— 1 =t - pe;©

A.6 Proof of Encryption and Commitment of Big Integers

We define the relation Rpg: for Ilpkg.cL shown in Appendix The relation
verifies that PC' is a well-formed Pedersen commitment over class group of a
big integer x € D,, EC = (c1,c¢2) is the ElGamal ciphertext over class group
encrypting g; with the g-ary expression of x = (Z ’ qug), where x; is encrypted
in Cg.

PC = g& T[,(he")™,
Reint = § (PC,{C¢}e, EC, ek; {xs}e,2’,r) | VL € [0,len — 1] : {C; « CL.Enc(ek,zy)},,
r s Dy,c1 = gtz = ek [T,(g47 )"

The instantiation of X-protocol for Rpgnt refers to [28].

A.7 Proof of Decryption of CL Encryption for Group Elements and
Discrete Logarithm over Class Groups

We define the relation Rj.qec for IIpke.cL shown in Appendix The relation
verifies that = such that X = (qu)gE and gg is decrypted from ciphertext ¢ =
(c1,¢2) under decrypted key dk.

Rel-dec = {(X7 ¢, ek,qu,dk,x) ‘ X = (qu)w762 = gg:c(lik’ek = g((]ik}

The instantiation of X-protocol for Ry_gec refers to [28].

B DKG for Key Generation

B.1 DKG for CL HDKG—CL-

We borrow the techniques from [28] to implement CL’s distributed key gen-
eration, which can be used in both TECDSA-Normal and TECDSA-Robust
schemes. In fact, for the scheme TECDSA-Normal that does not consider ro-
bustness, we could also use the DKG for CL from [4]. The difference between
the two protocols lies in the ability for public verification: [28]’s protocol allows
each party to publicly verify the shares of others, whereas [4]’s protocol does
not.

Round 1. Each party P; acts as follows:
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1. Sample two random coefficient vectors b; = (b;g, ..., bit) € [O, 2’\d+)‘)t+1 and
b, = (bly,...,b,) € [0, 2)‘d+)‘)t+1, which defines two t-degree polynomials
over Z: fi(u) = bip A+ S h_, bipu® and fl(u) = bjg A+ S5 _, b ub.

2. For each j € T, compute the share fi; = f;(j), f{; = fi(j)’ and the Pedersen

commitment over class group: PCy,, = hfii gécij where h € GY is public
parameter. .
3. Compute ElGamal ciphertext over class group ECY,; = (g7, ggi'jAek]T) where
r <8 D,.
_ oXgtA
4. Write f;; in g-ary: fi; = ngolqefijg, with len = [log(";#] For each

¢ € [0,len — 1], compute the CL ciphertext Cy, , < CL.Enc(eky, fije)-
5. Generate 7TBInt1‘,j < ProveBmt(PCfij s {Cfijl }g, EOfi] s ek:j; {fiﬂg}g, fi/j7 ’I")
6. Broadcast {PCfij, {CfijZ }g, EC’fij , 7TB|ntij }j€T~

Round 2. Upon receiving the proof 7gint;; from Pj, if it is not valid, update
T =T\{j} Then P; does

1. For each j € T, compute fj; = Zlﬂal q‘CL.Dec(dk;, Cy,,,), assemble sk; =
>_jer fji- Compute pk; = ngiA, and parse ECy,, = (c?—,c}) and ECy, =
(I, 5. IT; ¢5)-

2. Generate T¢ldec, < Proveq_dec(pk;, ECski,eki,qu; dk;, sk;).

3. Broadcast (pk;, Tcl-dec; )-

Output. Upon receiving the proof meigec, from Pj, if it is not valid, update

T =T\ {4} Then P; stores the t-threshold share sk;, public key share pk; and
T

others’ public shares {pk;};;. The global public key is pk = [, pijj .

B.2 DKG for ECDSA ITpke.sig-

Protocol IIpkg-sig is roughly that in [19] for the distributed key generation of
ECDSA’s key pair. It builds upon [25], taking as input the public parameters
(Ppsig = (G, g,9), n,t), with t-threshold setting among Py, Py, ..., Py,.

Round 1. Each party P; acts as follows:

1. Sample a random coefficient vector a; = (o, . . ., a;) € Z4T, which defines
a t-degree polynomial f;(u) = 22:0 a;uf over the field Z,.

2. Compute public commitments vector A; = (A, ..., A;1) € Gt where A, =
g%+ for ke {1,...,t}.

3. Compute A;o = g*® and send (com-prove,sid, i, Ao, a;0) to fzsi']_zk.
Round 2. Upon receiving (proof-receipt, sid, j) from fgr‘*r']_zk for P;, P; does as
follows:

1. Send (decom-proof, sid, i) to Fd

com-zk*

2. Broadcast A; and send f;(j) to P; for each j # i.
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Output. Upon receiving (decom-proof,sid, A;,1) from fzgr"r']_zk for P;, P; veri-

fies their shares by checking the equation ¢/ = HZ:O Ajkik, aborting if the
verification fails. Otherwise, P; follows:

1. Compute and store the t-threshold share z; = Z;L:1 fj(3) mod ¢, which
would be used for threshold ECDSA signing protocol.
2. Calculate and store the public key share X; = ¢g** and other parties’ X; =

I, o A" for each j # i. The global public key is X = [[}_; Ajo.
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