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Abstract—Threshold ECDSA has been an active research topic
in recent years, driven by its wide-ranging applications, partic-
ularly in blockchain domains. Existing constructions of thresh-
old ECDSA generally fall into two categories: those based on
threshold linearly homomorphic encryption (TLHE) and those
leveraging the Multiplicative-to-Additive (MtA) paradigm. The
TLHE-based approach (e.g., WMC24 in NDSS’24) achieves
constant communication per party but incurs an expensive
online phase and requires a broadcast channel. In contrast,
the MtA-based approach (e.g., DKLs24 in S&P’24) offers an
optimal online phase and avoids the use of a broadcast channel.
However, it has the drawback of requiring linear (i.e., O(n))
communication per party when n parties are involved.

In this work, we propose an MtA-based threshold ECDSA
scheme with constant amortized communication. At the core
of our approach is the use of packed secret sharing, which
enables the same MtA operations to generate ¢/ = en signatures.
With a constant ¢, the communication complexity per signa-
ture is amortized to a constant in dishonest-majority settings.
Furthermore, we extend this packing technique to design a
robust threshold ECDSA with constant communication under
honest-majority settings, which ensures the delivery of valid
signatures as long as a sufficient number of parties are honest.
In contrast, the state-of-the-art robust MtA-based construction
(TX25 in S&P’25) requires linear communication per party.
We implement our packed constructions using both CL-based
and OT-based MtA protocols. Benchmark results show that
our amortized efficiency surpasses that of DKLs24. Moreover,
our robust scheme outperforms TX25 and has significantly
better online efficiency with comparable overall complexity to
WMC24.

1. Introduction

A (t,n) threshold signature scheme divides the private
signing key into n shares where n is the total number of
parties, such that any group of ¢t+1 parties can collaborate to
generate a signature without revealing the signing key, while
any group of ¢ (or less) parties cannot generate a signature
[56]. Threshold signatures have gained significant attention
in the context of cryptocurrencies, as they enable secure
management of keys that authorize cryptocurrency trans-
actions. The importance of threshold signature (and multi-
party threshold cryptography in general) is acknowledged
by NIST in its upcoming standardization process [12].

Since ECDSA is currently the most widely used sig-
nature scheme in cryptocurrencies, many academic studies
have focused on the efficient design of threshold ECDSA
301, 132[], [38], [49], [51]. Additionally, several “wallet-as-
a-service” (WaaS) providers, such as Fireblocks, Coinbase,
Binance, and Dfns, have adopted these schemes to secure
cryptocurrency wallets for both financial institutions and
end-user consumers.

Recall that an ECDSA signature on a message msg is

m 4+ rx
k

where G is the generator of an elliptic curve (EC) group with
order ¢, x is the secret key, k is the secret nonce, r is the z-
coordinate of kG, m = H(msg) and H(-) is a hash function.
To enable distributed signing, the private values x and k are
both shared among multiple participants, with each party P;
receiving a share (x;, k;). However, an obstacle arises when
attempting to jointly compute the multiplicative (non-linear)
components k~! and k=1 -z with (z;,k;) as each party’s
input.

This obstacle can be addressed using different ap-
proaches depending on whether the majority is honest or

(r = kG| p-axis; S = mod q)



dishonest. In an honest majority setting, we set ¢ < 3, while
in the dishonest majority setting, we assume an adversary
that corrupts 5 < ¢ < n out of n parties.

Honest-Majority Threshold ECDSAs. In the honest-
majority setting, threshold ECDSA [28]], [48]] can be con-
structed solely based on Shamir secret sharing. Roughly
speaking, given secrets a and b, let [a];, [0]; denote degree-
t Shamir shares of a,b respectively [55]]. Shamir secret
sharing supports a multiplicative operation that yields a
degree-2¢ sharing of the product [ab]o: = [a]; - [b]: when
t < 5, where each party locally computes the product of its
shares [29]. In threshold ECDSA, computing k~! or k~'x
follows a similar apporach: given [k]; and another shared
secret nonce [v]¢, we first compute [k7]o; and then derive
[k~ = (kv)~[y]: by assembling 2t + 1 shares of k~.

As shown by Katz et al. [48]] (denoted by KU24), in this
setting, we can achieve a highly efficient threshold ECDSA
protocol with O(1) sending communication per party and
O(n) computational complexity per party.

Dishonest-Majority Threshold ECDSAs. In the
dishonest-majority setting, threshold ECDSA requires
more advanced cryptographic tools and can be classified
into two categories: those based on threshold homomorphic
encryption and those relying on multiplicative-to-additive
conversion.

Threshold Linearly Homomorphic Encryption. Linearly ho-
momorphic encryption (LHE) is an encryption scheme such
that under a public key pk, given encryptions of a, b, denoted
as Enc(pk,a) and Enc(pk,b), we have ¢ ® Enc(pk,a) @
Enc(pk,b) = Enc(pk,ac + b) for a constant c. In thresh-
old LHE (TLHE), the secret decryption key is distributed
among multiple parties (using an appropriate secret-sharing
scheme). A secure distributed decryption protocol ensures
the recovery of the plaintext without anything else. Braun
et al. [[13]] demonstrated that, assuming the availability of a
broadcast channeﬂ TLHE can support general multi-party
computation (MPC) in a “You-Only-Speak-Once” (YOSO)
manner when combined with appropriate zero-knowledge
proofs (ZKPs). Recently, Wong et al. [[59]] extended this ap-
proach to support threshold ECDSA functionality (denoted
by WMC24 hereafter).

WMC24 also benefits from O(1) sending communica-
tion per party and O(n) computational complexity. How-
ever, it relies on the relatively expensive broadcast channel,
and requires costly online operations’|

Multiplicative-to-Additive (MtA) Conversion. Another ap-
proach for threshold ECDSA in the dishonest-majority set-
ting is MtA conversion [14], [32], [38], [49], [57]. In
essence, MtA is a two-party protocol that, given inputs a
and b from each party, outputs additive shares « and S,

1. A broadcast channel is a communication model in which a sender
transmits the same message to all recipients simultaneously. It is generally
considered more expensive than a point-to-point channel.

2. Threshold signing protocols can be divided into offline (i.e., pre-
processing) and online phases depending on whether the signing message
is required.

such that a4+ 3 = a - b. MtA can be efficiently constructed
from homomorphic encryptionsﬂ such as Paillier [38]], [51],
Castagnos-Laguillaumie (CL) [18], [20], Joye-Libert (JL)
[61]], and oblivious transfer (OT) [30]], [31].

As shown in Table [I] MtA-based approach in [32]
(denoted by DKLs24 hereafter) offers an extremely efficient
online phase compared to TLHE-based scheme [59], which
is referred to as online-friendly [58]. It also does not rely on
a heavy broadcast channel. However, the approach requires
executing MtAs between each pair of parties, resulting in
O(n) sending communication overhead and O(n) computa-
tional complexity per party.

Robustness. An important requirement for threshold
ECDSA in real-world applications is robustness (also known
as guaranteed output delivery in generic MPC [2]]), which
ensures that the protocol always produces a valid signa-
ture as long as a sufficient number of parties remain hon-
est. Achieving this enhanced notion of security requires
a broadcast channel [24], and an honest-majority setting
(n > 2t + 1) since t + 1 honest parties are necessary to
contribute correct shares [23]], [S0].

Establishing robustness for Shamir-based threshold
ECDSA, which uses [ab]2: = [al; - [b]t, would need a more
stringent requirement (n > 3t + 1), as shown in [39], [43]].
We do not delve into the details of these protocols since
our work aims to achieve “best-of-both-worlds” security: it
is secure under the dishonest-majority setting, and provides
robustness under the honest-majority setting.

On the other hand, there are well-established tech-
niques for enhancing robustness on both TLHE-based (as in
WMC24) and MtA-based schemes (as in [38]], denoted by
TX25) when n > 2t + 1. Their asymptotic performance dif-
fers. The robust TLHE-based scheme, WMC24, maintains
O(1) communication and O(n) computation, whereas the
MtA-based scheme, TX25, incurs an O(n) communication
and O(n?) computation per party.

Motivation. As analyzed above and summarized in Table
[[} MtA-based constructions require linear communication
complexity per party, regardless of whether robustness is
considered, whereas other approaches achieve constant com-
munication complexity per party. Despite its asymptotic dis-
advantages, the MtA method is round-minimal and enables
the design of an optimal online phase in the dishonest-
majority setting [32]], and unlike TLHE-based schemes [59],
it does not require a broadcast channel. These advantages
make it particularly appealing for real-world applications.

Given the current state of the art, a natural question
arises: is it possible to reduce the communication complexity
of MtA-based schemes to O(1) per party, thereby making
them competitive with TLHE-based schemes in terms of
asymptotic performance?

This work addresses the motivation question through the
following contributions.

3. Unlike the TLHE-based scheme, MtA relies solely on the linear
homomorphic property but does not require threshold decryption.



TABLE 1: Asymptotic performance (sending communication and computation per party) of threshold ECDSAs

Schemes ‘ Type ‘ Comm. Cost ‘ Comp. Cost ‘ Rounds ‘ Online—Friendlyo‘ Broadcast#‘ Robustness ‘ Corr. Bound
KU24 [48] | Shamir-based | o(1) | O(n) | 2 | v | no | X | t< g
o(1) O(n) X yes X t<n
WMC24 [59] | TLHE-based o(1) O(n) 4 % ves v t<z
DKLs24 [32]1 i O(n) O(n) v no X t<n
TX25 [38] | MA-based O(n) O(n?) 3 v yes v t<z

o) o) | 20 o) v no X t<n(l—e*

Ours MtA-based 06(7:1) ~ O Ofg )~ 0 3 p ‘ P = N
—2t ™ ( ) n—2t (n) yes t< 2

°If the online computation requires only EC group operations, then this scheme is online-friendly.

#

yes” indicates that the protocol assumes a broadcast channel. “no” indicates it only needs point-to-point channels.

T This row (except for the “Round” column) also applies to other MtA-based schemes, such as CGGT20 [14], CCL*20 [19], etc.

*0<e<1.When0<e<%,

t < n(1 — €) encompasses dishonest-majority settings. Here, the packing parameter ¢ is set as

¢ = en. Our asymptotic performance is amortized over en signatures.

1.1. Our Contributions

We present an MtA-based threshold ECDSA construc-
tion that achieves O(1) amortized sending communication
complexity per party. Table [I] gives a detailed comparison.
Our construction leverages packed secret sharing, where a
single Shamir’s share can embed multiple secret values [37].
Our core improvement lies in the MtA amortization: while
each party still performs O(n) MtA calls as in prior MtA-
based works [14], [32], these calls can now be used to
generate { = en signatures (instead of one signature), where
{ is the packing parameter, 0 < € < 1 (typically 0 < € < %
in the dishonest-majority settings) and n > t+/¢. As a result,
the total cost is amortized among en signatures. We should
emphasize that the amortization only occurs in the offline
phase, and the online phase can handle each message to be
signed independently.

We extend our packed scheme to support robustness
while maintaining O(1) amortized communication. The
offline phase is achieved by using a strong packed dis-
tributed randomness generation (sPDRG) and MtA with
public checking incorporating zero-knowledge proofs as in
[58]. The online phase presents a greater challenge: while
previous non-robust MtA schemes naturally achieve constant
online communication, robust schemes [58]], [60] inherently
require at least linear communication overhead. To over-
come this, we embed ¢ messages into the original signature
shares, enabling the batched generation of ¢ = n — 2t
signatures, thereby amortizing the online communication
cost to a constant. We note that this online phase approach
requires ¢ messages to be signed simultaneously.

We implement our packed threshold ECDSA scheme us-
ing both CL-based MtA and OT-based MtA in the dishonest-
majority setting and compare our scheme against the state-
of-the-art MtA-based protocol DKLs24 [32]. While our non-
packed version (i.e., when ¢ = 1) is slightly less effi-
cient than DKLs24, our amortized efficiency—both in terms
of communication and computation—is significantly better
when ¢ = n/4 or £ = n/3, for both CL-MtA and OT-MtA
instantiations. Notably, the amortized communication cost

per signature per party becomes asymptotically constant.
Readers are referred to Figures [§] and [9] for a detailed
illustrationt

In the honest-majority setting, we compare our robust
scheme to the state-of-the-art robust protocols WMC24 [59]]
and TX25 [58]. When ¢ = 1, both our offline and online
communication costs are linear, making our scheme less
efficient than WMC24 in that case. However, our amortized
communication is better, particularly in the online phase.
Furthermore, our online runtime is significantly faster than
WMC24’s, even without packing, and our offline runtime
outperforms theirs when ¢ = n/3. Compared with TX25,
our amortized efficiency is significantly superior to it in both
communication and computation. See Figure [I0] and Table
H] for more details.

1.2. Technical Overviews

Recall the main challenge of threshold ECDSA is to
compute k~! and k~'z with each party holding additive
shares (z;, k;). Most protocols, including the round-minimal
DKLs24 [32] under dishonest-majority settings, use MtA to
address this issue. We begin by reviewing the skeleton of
MtA-based schemes.

Here, computing k~! involves another secret
nonce <. The s-component can be rewritten as
yim+r-x)

mod g. Assume n parties generate

an ECDSA pubhc key X = zG and each one has a share

x; of secret key x.

- Round 1&2 (offline phase): Each party randomly selects
k; and ;. For each pair of (P;, P;), P; takes k; (resp. z;)
as input to run two-party MtA with each P;, who takes -;
as input. In total, 2n(n — 1) MtA calls are needed to let
each party get an additive share ¢§; (resp. J;) of k~ (resp.
27y). At the same time, kG can be computed to derive the
component 7.

4. To ensure fairness, the comparison is conducted under the same
threshold value ¢, considering that our scheme requires the addition of
¢ — 1 signers.



- Round 3 (online phase): Given a message m € Zg,, output
6; and x; = my; + ro;. After receiving all {6j,x;};. the
s component can be assembled as Zj X5/ ;05
Here, MtA costs dominate the total overhead. As each party
must be involved in O(n) MtAs, each one needs to send
O(n) transcripts and perform O(n) computations.

Using packed secret sharing. In the above protocol, {k;};
are shares of one secret value k. Thus, MtA operations in
Round 1&2 will only yield one k-related result. Our intuitive
idea to improve efficiency is that, if {k;}; can represent
the shares of multiple secret values, then the original MtA
operations can produce multiple results. The idea is mean-
ingful in this context because, with proper design tying and
adjusting, the results corresponding to different £’s can be
different signatures.

The intuitive idea is realized using packed secret sharing
[37], which is an extension of Shamir’s secret sharing [S5].
Recall that in Shamir’s secret sharing, the secret value is
placed in the constant term f(0) of a secret ¢t-degree poly-
nomial f(-), and f () is the share held by party P;. In packed
secret sharing, besides placing a secret value in f(0), other
secret values can be placed in f(—1), f(—2),---, while
keeping P;’s share as f (Z)El In this case, the polynomial
degree needs to be increased for security. For /-pack, we
need f(-) to be (¢t + ¢ — 1)-degree, since now we need to
protect ¢ values against ¢ corrupted parties. Shamir Secret
Sharing is actually the case ¢ = 1. With no less than ¢ + ¢
shares f(i)’s, ¢ secret values f(0), f(=1),---,f(—£+1)
can be reconstructed by Lagrange interpolation.

If this technique can be applied to threshold ECDSA, it
could improve the current setting, where each party requires
O(t+ 1) MtA calls to generate a single signature when the
number of signatories is set to the minimum n = ¢ + 1.
Specifically, it could be reduced to O(t + £) MtA calls to
generate ¢ signatures, resulting in an amortized overhead of
% per signature. When ¢ and ¢ are of the same order
of magnitude, this leads to significant efficiency gains and
reduced complexity.

Now, we give more details about such an optimiza-
tion for threshold ECDSA. In the offline phase, we can
pack the process of ¢ secret values k(®) ... k(=1 and
O A=) as well as the fixed signing key x, repli-
cated ¢ times as a repeated secret. More precisely, the /-
packed secret sharing can build fi(-) s.t. fi(—j) = k)
with {k; = fi(i)}ien) being shares. At the same time,
signing key sharing should be accordingly upon fy(-) s.t.
fx(0) =+ = fx(—€+ 1) = z. In this way, O(t + £) MtA
calls per party can handle the conversion of ¢ multiplications
k)~ to additions. The same holds for handling z~()’s.
These results can be further used to generate ¢ signatures,
which are produced independently one by one, rather than
all at once. More specifically, in the online phase, given
a hashed message m with index 0 < j < ¢ — 1, the

5. There is a requirement that the set {0, —1,
parties” indices {1,2,--- ,n} are disjoint.

—2,-+-,—(¢—1)} and

corresponding Lagrange coefficients are used to assemble
EGD~4G) and (m + 7@ )0,

For non-robust schemes, O(1) amortized communication
can be achieved with the above techniques. However, robust
schemes still face additional obstacles.

Amortizing online communication in a robust scheme.
The O(n) online communication overhead in previous ro-
bust threshold ECDSA schemes [58], [[60] stems primarily
from the fact that each party’s signature share contains O(n)
MtA outputs that cannot be aggregated before being opened.
As a result, these MtA outputs must be revealed individually.
This is because the Lagrange coefficients, needed for aggre-
gation, can only be calculated after identifying a sufficiently
large subset of (semi-)honest parties to ensure robustness.
To leverage amortization, we reuse signature shares
across ¢ signatures. To enable this, the £ messages and their
corresponding public nonces must be embedded into the
signature shares. Specifically, when computing the packed
shares of m-rz for ¢ different messages (m(?), ..., m¢=1)
and corresponding r-components (r(?), ... r?~1) we in-
terpolate them into public polynomials fu,(:) and fi.(-) of
degree ¢ — 1, such that fo,(—j) = mY) and f.(—j) = r@)
for each j. Each party P; then locally computes the inter-
polation value fu, (%) + fr(¢)z;, which serves as a packed
share corresponding to the ¢ values {m?) + )z} ;.
However, the degree of the above sharing polynomial
fm + fefx is (¢t + 2¢ — 2). This is a limitation that we
want to avoid, as now we need at least n > 2t +2¢ — 1
signatories, where 2¢ appears due to robustness. The packing
parameter ¢ is decreased from n — 2t to | 2=21 |, which
means that performing O(n) MtA operations per party will
produce fewer signatures, reducing the overall amortization
efficiency. Next, we give a method to remove this limitation.

Minimizing the polynomial degree. As discussed above, we
aim to minimize the degree of the secret-sharing polyno-
mials. In the case of ¢-packed secret sharing, the minimum
achievable degree is t + ¢ — 1.

To achieve this, we take the s-component as following

:'y(m—i—r.a;) :T.v(mr*1+x) :r.v(f—l—x) )

vk vk vk

where # = mr~!. This transformation converts the scalar
multiplication rx into an addition 7 + x, enabling the
replacement of polynomial multiplication with polynomial
addition. In packed setting, the public #’s can be interpolated
into a polynomial p(-) with p(—j) = #U). Party P; can
locally compute p(i) + x; as its own share of (7 + x)’s
¢ different values. Currently, the degree of the sharing
polynomial p + fx remains ¢ + ¢ — 1. Let [r]; denote the
degree d packed Shamir secret sharing of r, and let o denote
the element-wise multiplication. Our approach essentially
replaces the operation [r];—; o [X]t4e—1 = [F © X]t420-2
by [F]e—1 + [X]t4e—1 = [F + X]t4¢—1. By combining the
computed values of 7 + x and ~yx, ¢ different values of the
numerator (7 4+ x) in eq. can be generated through
appropriate linear combinations. In this way, we overcome
the aforementioned limitation, allowing O(n) MtA calls




to generate the maximum number of signatures. For more
details, please refer to Figure @

The online amortizing in the robust scheme requires
the online phase to be executed in batches, necessitating
that ¢ messages be signed simultaneously. We discuss this
limitation and its application scenarios in more detail in
Section T3]

1.3. Discussions

Extension. Our scheme can be extended to support batch
generation of signatures under multiple distinct public keys,
meaning different secret keys are shared among the same
set of n parties. Specifically, given ¢ distinct signing keys
{x(j)}j, we can naturally define the sharing polynomial
fx(-) such that fy(—j) = 29 Vj € [0,£ — 1], instead of
using a single signing key x as before. In this way, the
resulting ¢ signatures will each correspond to a different
public key X) = z0)G.

This extension suits the scenario where a cryptocur-
rency exchange (e.g., Binance) has multiple independent
hot wallets corresponding to different public keys. When
it sends bitcoins from multiple wallets, it needs to sign
transactions using multiple signing keys. Given these signing
keys shared (over fx) among n parties in a packed way,
our extended scheme can sign these transactions with batch
(pre-)processing.

Batched online phase of robust scheme. In our non-
robust scheme, the online phase can sign each message
independently. However, in the robust scheme, to exploit
amortization and reduce the linear communication cost to
a constant, the online phase must wait until ¢/ messages
are available for batch processing. A similar requirement
arises in the threshold Schnorr scheme Sprint [6], which
also employs packed secret sharing.

While this is a limitation, there are indeed scenarios
where signers do not need to respond to signing requests
immediately and can collect several requests and sign them
in batches. For example, certificate authority (CA) servers
periodically collect a set of incoming certificate requests and
handle them in batch mode. This mode aligns well with
operational considerations like rate limiting, load balanc-
ing, or scheduled downtime. The batched online phase is
also well-suited for cryptocurrency exchanges. On receiving
multiple withdrawal requests within a short period of time,
the exchange processes them in batches. In this case, the
above extension supporting multiple distinct public keys
can be used to generate signatures simultaneously for the
transactions sending bitcoins from multiple wallets.

Nevertheless, we note that the offline phase can always
be executed in batches with constant communication over-
head. We also present an alternative online phase that sup-
ports signing one by one, suffering linear communication.
As analyzed in Remark [T] of Section4] the linear component
in communication is 64n bytes for 128-bit security.

We leave the design of a robust threshold ECDSA
scheme that achieves constant online communication while

supporting one-by-one signing as an open problem for future
work.

Large party profile. The core idea conveyed in this paper is
simple: while £+ 1 parties can only produce one signature at
a time, t+/ parties can simultaneously generate ¢ signatures.
As a result, by adding ¢ — 1 additional signers, even as
the number of parties n increases, the overall and per-
party communication overhead can be amortized across /¢
signatures.

This approach becomes particularly beneficial in settings
with a large number of parties (e.g., n > 10). While current
commercial asset custody platforms tend to focus on small-
scale deployments, NIST’s call for multi-party threshold
schemes envisions a broader range of scenarios—including
medium (9 < n < 64), large (65 < n < 1024), and even
enormous (n > 1025) party configurations [[12} Table 3].

Packed secret sharing in general MPC. We observe that
packed secret sharing has been used to amortize communi-
cation overhead in generic MPC protocols [34], [35]], [42].
While threshold ECDSA can also be constructed from these
generic MPCs, these constructions typically incur a higher
round count and overall overhead [27]. This is because
prior threshold ECDSA protocols have employed specialized
techniques tailored to the task, rather than relying directly
on generic MPC. Motivated by this, our work focuses on
challenges specific to threshold ECDSA. In particular, we
explore the use of packed secret sharing to reduce the
per-party complexity of MtA calls and securely compute
signatures based on their outputs. Additionally, the MPC
approaches [34], [35], [42] need the addition of 2/ — 2
signers for the packing parameter /. Our tailored design
reduces this value to ¢ — 1.

1.4. Related Works

Tang et al. [57]] proposed a batch method for threshold
ECDSA by aggregating range proofs across multiple MtA
executions, though it does not reduce the overall complexity.
Another batching technique appears in [48] under honest-
majority settings, where pseudorandom secret sharing [25]
is used to reduce communication costs.

For dishonest-majority threshold ECDSA, alternative
techniques have been explored. Abram et al. [[1] leveraged
pseudorandom correlation generators (PCGs) [10], [11] to
construct threshold ECDSA, achieving bandwidth savings of
1-2 orders of magnitude. However, their method requires a
trusted setup and incurs high computational costs. Boneh et
al. [[7] proposed a universal thresholdizer based on threshold
fully homomorphic encryption, but the resulting threshold
ECDSA is limited by poor efficiency.

Under honest super-majority (n > 3t + 1) settings,
several related works exist. Gennaro et al. [[39] proposed
a robust threshold ECDSA protocol, but it only tolerates
halting adversaries and not malicious ones. In contrast, our
work aims to achieve robustness against malicious parties.
Groth and Shoup [43]] introduced the first threshold ECDSA
protocol assuming asynchronous networks, while most prior



works, including ours, focus on the setting of synchronous
networks.

2. Preliminaries

Let Z, be the finite field with ¢ elements {0,1,--- ,¢—
1} and [a] denote the set {1,--- ,a} for some positive a.
By s <= S, we denote that s is chosen uniformly at random
from a finite set S. For a number N, |N| denotes the bit
length of NV; for a set S, | S| denotes the size of S. Let A € N
denote the security parameter. Through this paper, n denotes
the number of all participants, ¢ denotes the threshold value,
and ¢ denotes the packing parameter. For a row-vector a =

[a1,---,ax], a' is the transpose of a, which is a column
vector.
2.1. ECDSA

Let pp = (G, G,q) denote the group-generator-order
tuple associated with the curve used in ECDSA signa-
tures. The ECDSA scheme [26] utilizes a public algorithm
F: G — Z, where F(R) outputs R’s z-coordinate over
Zg, and a hash function H : {0,1}* — Z,. It operates as
follows.

- KGen(pp, 1) — (o, X): output the (private) signing key
x <$ Z4 and the public key X = zG.

- Sign(z, msg) — o: choose k <% Z, and compute R =
kG output ¢ = (r,s) with r = F(R) € Z, and s =
k=1 (m+ rz) mod q with m = H(msg).

- Verify(X, (r, s), msg) — 0/1: output 1 if r = F(R/)
where R — s~ HH(msg)G + rX).

2.2. Packed Secret Sharing

Let {P;} ;e[ be all parties and x = [z, ... z:=D] €

ZZ be all secrets that are packed in one sharing. In th1s work,

we use [x],4 to denote a degree-d packed sharing of x € Zz

withd=t+0—1.

- PackSS(x,t) — [x]q: A dealer picks a random degree-d
polynomial f(-) € Z,[X] such that f(—j) = z(),j €
[0, ¢ — 1], the i-th share held by party P; is x; = f(i) for
each i € [n].

- Recover({z;}ics) — x/L: If s = |S| > d+ 1 and

S = {i1, - ,is} C [n], denote the Lagrange coefficient
corresponding to the set S and point —j as )\l(fj) =
_,‘_k
[reshei 5= mod ¢ and return
20 AE?) )\(0> L A(O) Tiq
2 ACD ¢ ‘1) /\< 1) Tip
_ 1 Tig
CC(zfl) )\Z(_l—Z-H) )\E;e+1) )\Es_z-u) 1’.1'5
As=PLER ez :

Otherwise return L.
The correctness can be derived from the interpolation equa-
tion 2 = f(—j) = AY7) s € Z, if [S] > d + 1 where

)\(Sfj ) — [)\Eﬂ )]ieS denotes the row-vector of Ag corre-
sponding to —j. The t-privacy relies on the fact that any ¢
shares from a random degree-d polynomial are independent
of the ¢ secrets x.

The packed secret sharing scheme is linear homomor-
phic: for all x,y € Zg, X+ y]a = [X]a, + [¥]d, With
d = max(dy,ds). It also has the following multiplicative
property: Let o denote the coordinate-wise multiplication

operation. For all x,y € Z and dy +da < n, [x0y]4, 44, =
(xla, o [yla,-

2.3. Packed Distributed Randomness Generation

In this work, we will use a packed distributed ran-
domness generation (PDRG) protocol. It allows the parties
to generate a packed secret sharing [Kk];y¢—1 for secrets
k = k@, ... kD] ¢ Z¢, along with the corresponding
public points {R*) = k()G},, and reveals each party’s
public share R; = k;G € G.

In Figure I} we define two functionalities for PDRG,
namely the weak version [33] and the strong version [16].

- FwpDRG: the ideal adversary Sim may abort the function-
ality. In its realization, if one party finds the received share
is incorrect, it aborts the protocol.

- FspDRG: it can  guarantee the delivery of
(RO, ... RU=D). In its realization, each honest
party can publicly identify and exclude the cheaters’
contributions and produce the correct output.

In the threshold ECDSA without robustness, the weak
version JF,ppre is sufficient. The realization of F,pprg is a
two-round protocol, based on a packed variant of Pedersen’s
verifiable secret sharing (VSS) [53]]. More precisely, each
party (as a dealer) picks a random polynomial f;(-) and
runs Pedersen’s VSS to share it with other parties. The cor-
rectness of each share can be verified by the recipient using
Pedersen’s commitments. If all shares are correct, the final
combined sharing corresponds to 3, fi(+); otherwise,
the protocol aborts. Please refer to Appendix [C.1] for details.

However, Fspprg is required for the robust threshold
ECDSA. It will inform all parties about the identity of
the parties who attempt to disrupt the protocol and will
exclude them. Its realization is also a two-round protocol,
based on publicly verifiable (packed) secret sharing (PVSS)
[16]. Here, the “publicly verifiable” property ensures that
the correctness of each share can be verified by all parties,
not just the recipient. Thus, each honest party can con-
sistently identify the misbehaving parties and discard their
shares. As a result, the final combined sharing is computed
over » ;s fi(-), where S denotes the set of (semi-)honest
parties. We adopt [[16]]’s PVSS construction over the class
group. For details, please refer to Appendix

2.4. Multiplicative-to-Additive Protocol

The main building block of threshold ECDSA is a
two-party MtA protocol. Specifically, we require a func-
tionality that allows P4 and Pp, who hold values a and



Figure 1: Weak and Strong PDRG Functionalities

Figure 2: MtA (with Public Checking) Functionality

This functionality is parameterized by the party count n, the

threshold ¢, and the packing parameter ¢ > 0 such that n > t+/.

The adversary Sim can corrupt up to ¢ parties that are indexed

by P*.

- Upon receiving (randgen, sid) from some party P; such that

sid is fresh, send (randgen, sid, %) to Sim.

After receiving (randgen, sid) from all parties, if sid is

agreed upon, then

a) sample k(0>7 k(l), e Jc“’l) < Zq

b) compute RO = O¢q ... RV = =N

c) receive (advshares, sid, {k;}icp+) from Sim

d) sample a random polynomial f(-) of degree t+ ¢ —1 over
Zq4, subject to f(i) = k; for each ¢ € P* and f(—j) =
kY for each j € [0,£ — 1]

e) for ¢ € [n], compute k; = f(i) and R; = k;G

f) for i € [n], send (sid, k;) to P;

g) receive (public, sid) from all parties

h) for i € [n], send (sid, (R®,--- , R*™D) (Ry,---
to P;.

Weak: After receiving abort instruction from Sim during the

above process, the functionality Fpprc aborts.

Strong: After receiving (abort, sid, 7 € P*) instruction from

Sim during the above process, Fsppre records C' = C'U {5}

where C' is a set of misbehaving parties. For each i € [n],

Fspore sends (sid, (R(O)7 A ,R(Z_l)), (Ri)ics) to P; as the

public output in step (h) with S = [n] \ C.

7Rn))

b respectively, to compute and learn o and 3 such that
a+ B =a-bmod q. This is also referred to as Oblivious
Linear Evaluation (OLE) in some contexts [32]], [41].

For this work, we define the basic functionality of MtA
[33] and introduce a variant, MtA with public checking, as
shown in Figure [2} MtA with public checking is specifically
designed to identify cheaters publicly. If Pp’s private input
b is inconsistent with the revealed B € G, the functionality
can flag Pp as malicious. This ensures that all honest par-
ties can consistently exclude the contributions of malicious
parties, which is essential for robust threshold ECDSA.
Notably, the correctness of P4’s input a is not a concern in
the application of threshold ECDSA (cf. Section [3.2).

There have been many techniques [[14], [30], [32f], [38],
[49] in the literature of MPC for realizing the basic function-
ality Fmea. Typically, one can use homomorphic encryption
schemes (e.g., CL, Paillier, or JL) or OT protocols to re-
alize it. Among them, CL-based MtA can achieve the best
communicational efficiency, while OT-based one can give
the best computational efficiency. As an instance, CL-based
construction is provided in Appendix [C.3] For the OT-based
scheme, please refer to [30], [31], [32].

We present a realization of Fuiawpc based on CL homo-
morphic encryption. This construction augments the basic
CL-based MtA with a zero-knowledge proof that ensures
Pgp uses the correct input b. The proof is publicly verifi-
able, allowing anyone to check the honesty of Pg. For the
concrete construction, see Appendix

This functionality involves two parties, referred to as P4 and
Pg, and is defined with respect to a prime ¢, which serves as
the modulus for the multiplications performed.

- On receiving (input, sid, Pa||Pg,a) from Pa, if a € Z4
and sid is fresh, then sample 5 < Z,, store (sid,a, ) in
memory, and send (output, sid, Pa||Ps, 3) to Ps.

- On receiving (input, sid1||sid2, Pa||Pg,a) from Py, if a €
Zq and sidy, sidz are both fresh, then take it as two calls
(input, sidy1, Pa||Pg,a) and (input, sida, Pa||Pg,a) from
Pa.

- On receiving (multiply, sid, Pa||Ps,b) from Pg, if b €
Zq and there exists a message of the form (sid,a,p)
in memory, then compute @« = a - b — [ mod ¢, send
(output, sid, Pal||Ps, «) to Pa.

- Public Checking: Upon receiving (check, sid, Pg, B) from
some party P; where B € G is Pg’s public value, if B # bG,
send (cheater, sid, Pg) to P; for i € [n]. Note that P; can
be anyone, not just Pa.

3. Packed Threshold ECDSA Scheme

3.1. Distributed Key Generation

Generating a secret sharing of ECDSA signing key is
similar to realizing the functionality F,pprg, but with a
distinction that the packed secrets correspond to the same
value (the signing key ).

More precisely, the ideal functionality of distributed key
generation (DKG) Fpkg only differs from F,pprc (Figure
in (a)-(d): it picks x <$ Z, and packs ¢ identical values
into the polynomial f(-) with f(—j) =z, Vj € [0,£ —1].
Finally, Fpke will output (sid, X, (X1, , X)), where X
is the ECDSA public key and X; = z;G is P;’s public key
share with 2; = f(). Due to this minor modification, its
realization closely resembles JF,pprg’s realization. Please

refer to Appendix
3.2. Distributed Signing

Let S be the set of signers’ indices. Recall that the
signing party count should satisfy |S| > ¢ + ¢ with the
packing parameter /. When ¢ = 1, it is our non-packed
scheme. Recall that distributed signing is to jointly generate
(r = F(kG), s = 2 2r)y

vk
Offline Phase. The packed offline phase makes the parties
get ¢ random EC points (R ... R¢~1)) and ¢ values
r() = F(R™)) in parallel. In Figure [3, we present its
concrete construction. Intuitively, its design consists of two
modules.

Generation of packed secret sharing. It first invokes FppRrG
to generate a packed secret sharing of k = [£(®), ... k(=1
over polynomial fi(-). From this, each party P; will hold
a share k; = fx(i) € Z,. At the same time, the correct
public share R; = k;G is revealed and ¢ public EC points
[RO) ... RU=V] are open.



Figure 3: Packed Offline Phase of Signing Protocol

Figure 4: Online Phase of Signing Protocol

Each party P; holds the private input x; and operates as follows.
Round 1. P; picks ki,v; <$ Zg, computes R; = k;G, and
sends
o (input, sidi,; j||sid2,,;, Pi||Pj,y:) to Fmea for each j # i
e h; =Ho(R;) to P; for each j € S\ {i}.
Round 2. On receiving
(] (output, stda i, PjHPi, @i,j) from Fmia for j € S \ {’L}
o (output, sids j,i, Pj||P;, Bi,;) from Fuea for j € S\ {i}
o hj for j e S\ {i},
Pi computes B; ; = (i ;G, Bij = ;G and sends
o (multiply, sid1 j i, Pj|| P, ki) to Fuea for each j € S\ {i}
o (multiply, sida,j,i, Pj||P;, x;) to Fuea for each j € S\ {i}
e (B;;,B;i;,R;) to P; for each j € S\ {i}
Output. On receiving
° (output, S’L'dl,i,j7 P»;||Pj7 Oéi,j) from Fmia fij S S\ {Z}
o (output, sida,;,j, B;||Pj, &i,;) from Fuea for j € S\ {i}
e (Bj,i,Bji, Rj) from P; for each j € S\ {i},
P; checks Bj; + ai ;G < viR;, BAJ',Z‘ + &4,;G < v:X;, and
h; < Ho(R;) for each j. If it fails, P; aborts.

Finally, P; gets multipleA R’s: R®) = Zjesz/)](.”>Rj for
v € (0] and {oj, &z, Big, Bij i

For sharing temporary v = [y(9), ... 4(¢=1] that will
be eliminated, each party randomly picks ~; as its own
packed share. It can be viewed as a packed secret sharing
that does not involve a threshold structure. The assembled
v = Ag[vi]]cs is random in Z!, even if the ¢ shares of v;
are controlled by an adversa Therefore, these ¢ values
of ~ effectively mask k£ and x for security.

Splitting (v;k;,viz;) into additive shares. Each pair of
parties P;, P; invoke Fua for splitting v;k; = o 5 + Bjﬂﬂ
By a MAC-style statistical check [32], P; can check whether
P; contributes correct k; via verifying whether v;R; =
a; ;G + B;; holds, vice versa. The case of splitting ~;z;
is similar.

Notably, there is no concern about ensuring the consis-
tency of two MtA invocations for ~;k;,v;2;. The two calls
to Fmea with the same input ~; are merged into one in the
form of (sidi, ;||sida; ;, P;||Pj, 7). In its realization, the
first rounds of these two MtAs can also be merged into
one, functioning as a two-dimensional vector OLE, thereby
ensuring consistency naturally, like [[14], [32]], [38].

Online Phase. Although the generated offline outputs can
help us to produce ¢ signatures, our online phase can sign
the messages one by one without waiting for all £ messages
to arrive. The online phase is shown in Figure 4|

We use the denominator k)~v(*) of eq. as a rep-
resentative to demonstrate that our assembly method is
correct. For each index v € [0, £ — 1], we use the Lagrange

6. The reason is that the matrix Ag is super-invertible [3]], [44], meaning
each ¢-by-£ submatrix is invertible.
7. For a share a; « or [3; «, the first index ¢ denotes its owner.

On input of the v-th message msg for each v € [0, £ — 1], each
party P; holding (z;, ks, ;) and offline outputs does as follows.

One-Round Sending. P; computes

m = H(msg),r = F(R™)

o ai= (W) vk + 3, 00 (i + Big)

bi = 0 Niviwi + 3 (01 X + 98 XiBi )
® ¢, = wgy)m'yi + rb;

and sends (a;, ¢;) to the aggregator.

Output. On receiving (aj,c;) from each P;, ¢ € S, the
aggregator generates

Zies Ci
Zies ai

outputs the signature sig = (r, s) if Verify(X, sig, msg) — 1.

s = mod g 2

coefficients {/\l(-*l')}i to assemble these shares. To expand
each secret value, we have

K00 = (25) (5, 57%) = Zeo

since a; (as in Figure ) is reconstructed by aggregating all
the shares of v;k; using the corresponding weights /\§-7V).

Asymptotic Complexity. We divide the signing protocol
into offline and online phases. In the offline phase, each
party invokes one time of F,ppre and O(n) times of Fa.
According to their realizations (Appendices and [C.3),
the sending communication complexity per party is O(n).
The computation complexity per party is O(n?), due to the
EC group operations. With £ = en signatures generated from
offline outputs, the amortized communication and computa-
tion cost per party per signature are O(1) and O(n), respec-
tively. The online phase only costs O(1) communication and
O(n) field operations per party to generate a signature.

4. Packed Threshold ECDSA with Robustness

In this part, we add robustness to our above scheme
under honest-majority settings (n > 2t + £). Recall that for
generating the maximum number of signatures in parallel
(cf. Section [1.2), we rewrite the s-component

y(mr=t +x)

DKG. To guarantee DKG’s output, we need a functionality
similar to Fpprg, With the difference being that the sharing
polynomial fy(-) packs ¢ identical values. We call it as
Fspke- Due to space limitations, we defer its realization

to Appendix [C.2]

Offline signing phase. For adding robustness to distributed
signing, the calls to F,pprc and Fmia should be replaced
by Fspprc and Fuawpc, respectively. This idea is similar
to that of the previous robust work [58]]. In order to ensure
the correctness of honest parties’ signature shares, all honest



Figure 5: Packed Offline Phase of Robust Signing Protocol.

Figure 6: Packed Online Phase of Robust Signing Protocol

Each party P; holds the private input x; and operates as follows.

Round 1 and Round 2 follow the same structure as in Figure 3]
but with Fupprg and Fm:a replaced by Fsporc and FmtAwPC,
respectively.

Output. On receiving

e (sido, (R,--- RV (R;)ies) from Fepprg, where S
denotes the set of parties that did not send an abort instruc-
tion to FspDRG

° (output, S’L'dly-;,j7 P»;HPj7 Oéi,j) from Fmeawpc fOI'j S S\ {Z}

(] (output, sidai,j, PiHPj, &i,j) from Fmiawpc for j € S\ {Z}

Public Checking: P; sends (check,sidy . ;, P;, R;) and

(check, sida,u,j, Pj, X;) to Fmwawpc for each j € S\ {i}

and p € S\ {j}. If receiving (cheater,sidy . j, P;) or

(cheater, sida,,j, P;) for some p, then set S =S\ {j}.

If |S| > ¢t + ¢, P; gets the offline outputs.

° r(0>:F(R(O>),--- rE=1) — (RM 1))

® bi; =0+ Bij,0i; =i, + Biy foreach j € S\ {i}

parties need to find cheaters and exclude their contributions
before generating signature shares. Otherwise, even a suffi-
cient number of honest parties would not guarantee a suc-
cessful signing execution. The previously invoked F,pprc
and Fua cannot realize it, but Fepprg and Fuawpc can,
without adding the communication rounds and while pre-
serving constant amortized communication overhead. The
offline phase is shown in Figure [3]

Online signing phase. Another obstacle occurs in the
online phase. Since the subset of (semi-)honest parties can
only be determined in the final stage, a;, b; (in Figure[d) can-
not be aggregated beforehand. As a result, each one sends
individual {a; ;, b; ;};, which leads to linear communication
overhead, as in previous MtA-based robust works [58]], [60].
In this work, fortunately, this cost can be amortized since
these shares are used to produce ¢ signatures in batch. In
Figure E], we present the concrete construction.
Specifically, we use a polynomial p(-) to represent ¢
values mr~1’s, which requires / messages to be provided
as input simultaneously. The correctness is clear via the
equation for each v € [0, £—1] with p(—v) = m®) (r())~

—v)+x) = (Z )\E_V)%) (Z )\;_V)(P(j) + :c]))

J
= Z )\E_V))\.g_y) sz
(2]

where each b; ; is masked via a zero’s share Z(j) (as in
Figure [6). The aggregator randomly selects a party subset
S of size t + £. If the produced signatures based on S are
valid, then output them. Otherwise, re-select a new subset
S and reassemble again. Since there must be ¢ + £ honest
parties, the subset producing valid signatures must exist.
We have another method to achieve robustness without
selecting the subset S, following [58]. It is to add a cheater
identification mechanism. Specifically, each party, when re-

7 (p(

On input of ¢ messages (msg<0), e msg(é’l)) and the offline

outputs, each party P; holding (w;,k;,7v:) does as follows.

Denote the set S as the current party set, which is updated

after excluding the misbehaving ones in the offline phase.

One-Round Sending. P; computes

e m® =H(msg®),... mH = H(msg!™V)

e the fixed degree-(£ — 1) polynomial p(-) with p(—v) =
m™ (r))~1 for each v € [0,4 — 1]

e two random degree-(t + ¢ — 1) polynomials z(-), Z(-) with
z(—v) = 2(—v) = 0 for each v € [0,¢ — 1].

® ai; = viki+z(i) mod g, {ai; = di; +2(j) mod q}jes\ (i)

® bii = %i(p(i) + i) + £(i) mod g, {bi; = vip(j) + 05 +
2(j) mod q}jes\ (33

and sends {a; j, b ;} es to the aggregator.

Output. On receiving {a; ;,bi;}jes from P;, i € S, the

aggregator does the following

1. pick a subset S = {iy, iz, -

,it+¢} € S set the matrices
biyi, - b

Qiy iy iy g,in igp 0,01

b

Az Bgs

b

Qig,igyy Qiyygyipye 01,0440 i 0sit40

2. For msg),V v e [0, —1], it generate

A( V)B )\( V)

@ =), 28 s(Ag
v (—v)
AT A (AT
) (r

s\ =1 mod q, 4)

restart from Step if Verify(X, (r™, s*)), msg®) — 0.
3. Output sig®”) = (r),sM)), Vv e [0 £—1].

(=v) _ ( v) A=) (=)
a. Ay =[N A , ltH]

)

vealing its signature share, also generates a proof that the
share was correctly produced. This enables the aggregator
to naturally identify ¢ + ¢ (semi-)honest parties. However,
for each signature, the aggregator must perform O(n?) EC
group operations to filter out malicious outputs. In contrast,
our online protocol described above only requires finite field
operations, which are almost free compared with EC group
operations. Therefore, as long as the number of combina-
tions (7)) is not excessively large, we still opt for the

t+L °
approach of subset selection.

Remark 1 (Signing one by one). As discussed in [[.3] the
above online phase requires waiting for £ messages as input.
It can also be adjusted to sign messages one by one, without
waiting for other messages.

On input of the v-th hashed message m = m(*) and v-th
nonce r = () only, the non-packed online phase involves
the following changes.

1. The polynomials z(-), 2(:) are fresh for each message,
and are now zero only at the point —uv.

2. The generation of {a; ; }; remains unchanged, but {b; ;},
are changed: b;; = ~;(mr=' + z;) + 2(i),{bi; =



yimr ™+ 05 + 2(5) }5.
Using the coefficients )\g”) can produce m(*)’s signature.
For security reasons, using the Lagrange coefficients corre-
sponding to other interpolation points will yield a random
value that conceals secret values, due to the Change E}

However, this prevents amortization in the online phase,
resulting in O(n) communication sent per signature per
party. On the other hand, the linear portion actually grows
slowly with only 64n bytes for a 128-bit security level.

Asymptotic Complexity. In this robust scheme, each party
invokes one time of Fipprg and O(n) times of Fuiawpc-
According to their realizations (Appendices and [C.3),
each party sends O(n) transcripts and performs O(n®)
computations. With the packing parameter ¢/ = n — 2t, the
amortized complexity per signature is O(1) and O(n). It is
important to note that during the online phase, assembling
each signature requires O(n?) field operations. Since it is
almost free compared with other operations, we excluded it
from asymptotic complexity analysis.

S. Security Analysis

We present a threshold ECDSA functionality in Figure
that our non-robust scheme realizes, which is borrowed
from [32], [33]]. Unlike prior works, we divide the signing
process into an offline phase that generates multiple R2’s in
batch, and an online phase that consumes them one by one.

Theorem 1. On the common input (G,G,q,n,t,£) with
n > t + {, our non-robust scheme in Section UcC-
realizes the threshold ECDSA functionality Fecpsa in the
(Fpka, FwpDRG, Fmta ) -hybrid model against a malicious
adversary that statically corrupts up to t fixed parties.

Proof. The theorem is equivalent to the following statement.
For every malicious adversary A that statically corrupts up
to t parties, there exists a simulator Sim? that uses A as a
black box, such that for every environment Z, random tape
z, and every polynomial poly(\) which bounds the number
of times Z invokes any honest party, it holds that

{REALH‘A,()\,Z')} - zS{IDEALfECDSA‘()\,z)}
=z ) AEN,

A
* SimA, 2
z€{0,1} im LE{0,1}"

where 11 denotes our scheme. We begin by constructing the
simulator Sim** which is parameterized by (G,G,q,n,t, L),
then we will analyze that it produces a view for the envi-
ronment that is indistinguishable from the real world.

The simulator has oracle access to the adversary A
and simulates for it the executions of our protocols. It
forwards all messages from its own environment Z to .4, and
vice versa. When the simulation begins, A announces the
identities of up to ¢ corrupted parties. Let the indices of these
parties be given by P* C S. In the simulated execution,
Sim” will interact with A on behalf of every honest party
and on behalf of the ideal oracles Fpkg, FwPDRGs FMtA-
At the same time, the simulator (as an ideal adversary)

Figure 7: Threshold ECDSA Functionality Fecpsa

This functionality is parameterized by the EC group parameters
(G, G, q), the party count n, the threshold ¢, and the packing
parameter ¢ s.t. n > t + {. The ideal adversary Sim can
corrupt up to ¢ parties that are indexed by P*. During the key
generation phase, Sim may instruct the functionality to abort.
During any signing phase, Sim may instruct the functionality to
fail, but in this case, the functionality does not halt, and further
signing queries may be attempted. This functionality ensures
synchrony using the framework of Katz et al. [47], meaning
it only advances from one round to the next when all honest
parties indicate that it should.
Key Generation.
- On receiving (keygen, sid) from some party P; for i € [n]
where sid is fresh, send (keygen, sid, i) to Sim.
- After receiving (keygen, sid) from all parties P, - - -
std is agreed-upon, then
1. sample = <$ Z,, compute X = xG and store (sid, z, X)
2. send X as the public key to Sim
3. if receiving (abort, sid) from Sim, send (abort, sid) to all
parties; otherwise send X as the public key to all parties.
4. ignore any further call to keygen.

s P, if

Offline Signing.

- On receiving (offsign, sid, £) from some party P;, if £ €
O(1), keygen was already called and sid = (- - - , S) is fresh
with |S| =t + ¢, send (offsign, sid, £, %) to Sim.

- After receiving (offsign, sid, £) from all parties in set S,
sample k) <s Z, and compute R = k)G for each
velo,¢—1].

- Send {R™}, to Sim. If receiving (fail, sid) from Sim, send
(fail, sid) to all parties and store (failed, sid) in memory. Oth-
erwise, send { R}, to all parties and store (offsigned, sid)
in memory.

Online Signing.

- On receiving (sign, sid||lv,m) from some party P;, if
(offsigned, sid) exists in memory, sid||v is fresh and v €
[0,2 — 1], send (sign, sid||v, m, ) to Sim.

- After receiving (sign, sid||v, m) from all parties in S, retrieve
k= k™ and compute r = F(R™)), s = mtry

- Send (r,s) to Sim. If receiving (fail,sidm/) from Sim,
send (fail, sid||v) to all parties and store (failed,sid||v)
in memory. Otherwise, send (r,s) to all parties and store
(signed, sid||v) in memory.

mod q.

interacts with the ideal functionality Fgcpsa on behalf of
every corrupt party.
Key Generation.

1. On receiving (keygen, sid, ) for some i € [n]\ P* from
Fecpsa, reply (keygen, sid) on behalf of P;,j € P*

2. On receiving X as the public key from Fgcpsa, Sim
simulates Fpkg for A.

a) On receiving (randgen, sid) from each corrupted party
P;,j € P* on behalf of Fpke, send (randgen, sid, )
for ¢ € [n] \ P* to A on behalf of Fpkg.

b) On receiving (advshares, sid, {z;};cp~) from A on
behalf of Fpkg, build a degree-(t + ¢ — 1) polynomial
fx () over G s.t.




o fx(—v)=X for each v € [0,/ — 1] and
e fx(j) =,;G for each j € P*.

¢) For each i € [n], set X; = fx(i) € G and send
(sid, X, (X1, -+, Xp)) to A on behalf of Fpkg.

3. If receiving abort instruction from .4 on behalf of Fpkg,
then send (abort, sid) to Fecpsa.

Offline Signing.

1. On receiving (offsign, sid, ¢,1) for some i € S\ P* from

Fecosa, reply (sign, sid, £) on behalf of P;,j € P*.

2. On receiving {R(V)}V€[07g_1] from Fgcpsa, Sim simu-
lates the offline phase of threshold signing.

a) On receiving (randgen, sidy) from each corrupted
party P;,j € P* on behalf of F,pprc, send
(randgen, sidg, i) for i € S\ P* to A on behalf of
FwPDRG-

b) On receiving (advshares, sidg, {k;};ep~) from A on
behalf of Fppre, build a degree-(t+¢—1) polynomial
fr(:) over G s.t.

e fr(—v) = R™ for each v € [0, — 1] and
e fr(j) = k;G for each j € P*.

c) For each i € S, set R; = fr(i) € G and send
(sidy, {R©®),--- RV} (R;);) to A on behalf of
FwPDRG-

d) On receiving (input, sidy ;;||sids i, Pj||P;, ;) from
each corrupted party P;,j € P* on behalf of Fya,
pick v ;, G <5 Zg for each i € S\ P*,
o reply (output, sidy j;, P;|| P, @) to P;
e reply (output, Sidgﬁj,i7 Pj”Pi, dj7i) to P]‘
e send B@j = ’YjRi — Oéj,iG, B@j = ’}/in — @jﬂ‘G to

P;.

e) On behalf of Fya, for each i € S\ P*,j € P*,
o pick B, 3, <57,
e send (output, Sidl’i’j, .PZHP], Bj,i) to Pj
e send (output,sid27i7j,H\|Pj,Bj7i) to P;

f) Compute §;; = aj; + ;4 and &;; = d;; + By

g) After receiving (multiply, sidy ; ;, Pi||Pj, k) and
(multiply, sida ; ;, P; ||Pj,x]) on behalf of Fya, and
Bj,i,Bj,i from Pj’ if 3 j S P*,’i S S\P*, kij 75 k?lv,
x; # o or By # BiG. Bji # BjiG. or A sends
abort instruction to Fyppre, then send (fail, sid) to
FECDSA-

Online Signing.
1. We assume that no fail message was sent to Fgcpsa-
2. Pick T <$ Zq and regard T as the dummy secret key of

ECDSA.

3. With the knowledge of {z;},cp~, build a (¢t + £ — 1)-

degree polynomial fz(-) over Z, s.t.

o fx(0) = fx(-1)=--= fx(—£+1) =2 and

o fx(j) = z; for each j € P*.

4. On receiving (sign, sid||v,m,4) from some ¢ € S\ P*,

reply (sign, sid||v,m) on behalf of P}, j € P*.

5. On receiving (r,s) from Fgcpsa where r = F(R™)),

Sim simulates the online phase of threshold signing.

m—+rx

a) Compute k = and regard k as the dummy

secret nonce used fz)r the v-th signature.

b) With the knowledge of {k;};cp-, build a degree-(t +
¢ —1) polynomial fg(-) over Z, s.t. fg(—v) =k and
f&(j) = k; for each j € P*.

¢) For each honest party P;,i € S\ P*, simulate shares
z; = fx(i), ki = fi(0). .

d) With the knowledge of 7],5 j,i>044, simulate honest
parties’ shares for each j € P*,i € S\ P*: pick

i ¢ Zq and compute §; ; = = ki +7ik; — 6.4 5171 =
Yi%i + Vix; — 5 jie
e) For each honest party P;, ¢ € S \ P*, using

(’}/Z', T, ];Ji, {(Siﬂ‘, Si,j}jep*) to simulate:
e for j € S\P*, ajj = vil%j, biJ' = ’)/i(’/IL + T’fj)
] forjEP* aij:(Sij, ij:m’yi-i-?"é”
send a; = )\(_ )a,j and b; = Y,
to A on behaff of éach honest party P;.
f) After receiving (aj,b;) for each j € P* from A, if
the assembled value s* via eq. (2) is not not equal to
s, then send (fail, sid||v) to Fecpsa.
Analysis. We use a sequence of hybrid experiments to
show the indistinguishability between ideal and real worlds.
It begins with the real world, thus we have Hy, =
{REALH,_Az()\, z)})\eN,ze{O,l}* .
Hybrid 7{;. In this hybrid experiment, all honest parties
and ideal functionalities (Fpkg, FwPDRG, FMta) are replaced
with Sim, who plays their roles to interact with the adversary

A and the environment Z. With only syntactical changes, it
follows that H; = H,.

Hybrid #.. This hybrid experiment replaces the real ex-
ecution of the distributed key generation protocol with the
simulated execution as above. We show that it is indistin-
guishable.

Sim gets X as public key from Fgcpsa. It aims to
simulate the functionality Fpkg to output X if there is no
abort instruction from the adversary. The polynomial fx(-)
over G is built by Sim according to X and A’s shares.
The discrete logarithm polynomial fx(-) of fx(-) would be
distributed identically to the one chosen in Fpkg. Thus, this
simulation is perfect. We have Ho = H;.

Hybrid #3. This hybrid behaves identically to Ha, except
that the offline signing protocol is replaced with a simulated
execution. We show that it is statistically indistinguishable.

Sim gets (... +¢=1) from Fecpsa. Then, from
those, ¢ EC points (R(®), .., R¢~1) can be easily derived.
Firstly, it aims to simulate the functionality JF.pprg to
output (R, ... RU=1) if there is no abort instruction
from the adversary. This simulation is perfect.

At the same time, Sim also needs to simulate
the functionality Fma. It is very easy via picking
0i, 00, By Bji <8 Zg for the adversary. The difference is
that Sim computes Bi’j = ’}/J‘Ri - Otj’iq and Bi’j = ’}/jXZ‘ —
6;,;G, instead of B; ; = B3, ;G, B; ; = B;,;G, since currently
it does not know correct f; ;, B” Fortunately, simulating
them in this manner will pass the corrupted party P;’s check.

(=)
jes A biy



On the other hand, after receiving P;’s B; ;, Bj,i, Sim does

? 5 ? . .
not check Bj ;+a; ;G = v R;, Bji+&; ;G = ;X since it
does not know correct «; j, &; ; currently. Instead, it checks

Bj < Bj,iG, Bj,i L BMG. (5)

If the checking of passes and Sim received
(multiply, —, B;|| P, k;), (multiply, —, P;||P;, ;) on behalf
of Fmtea, then Sim should be convinced that P; performed
honestly, which is the same as the real protocol. In a real
protocol, if an adversary sends wrong input k; # k; or
x’; # j 10 Fwea, it has a 1/q probability of sending correct

B; i or [S'j,i to pass the consistency checking. The probability
that at least one of poly()\) attempts will pass is upper
bounded by poly(A)/qg. It follows that Hg ~s Ha.

Hybrid #4. This hybrid behaves identically to Hs, except
that the online signing protocol is replaced with a simu-
lated execution. We show that the simulated transcript is
distributed identically to the real one.

In H4, Sim utilizes (r,s) received from Fgcpsa to
simulate honest parties’ signature shares. It picks a random
T <% Z4 and regards it as a dummy secret key. Under
this dummy secret key, the corresponding dummy secret
nonce can be derived with k = @ Then, Sim can
simulate honest parties’ shares {Z;, k;},cs\p~ of packed
secret sharing, which can recover X = (Z,---,Z) and k at
the —v point together with corrupted parties” shares. With
these shares, Sim can invoke A’s secret values d;;,0;; (on
behalf of Fmia) to get honest parties’ output

8ij = Yiki +vik — 816, 0ij = YiTi + Yixj — Ojs.

Finally, Sim is able to generate the honest parties’ signature
shares (a;,b;) using dummy secret key share Z;, dummy
secret nonce share k;, randomly chosen ; < Z4, and sim-
ulated MtA outputs {4, ;,9; ;}jcp~. The simulated values
have the same distribution as those in the real protocol
due to the presence of random ~; in both H, and the
real protocol. If A sends correct (a;,b;) on behalf of the
corrupt(ed)parties for j € P*, then eq. will make
Zies )‘;V bs

— m+rx
(._V) a; k

sheiliés,lthe offset caused on s will be the same as that in
the real protocol. It follows that H4 = Hs.

It haS H4 = {lDEALfECDSA7SimA72()\’Z)})\EN ZE{O 1}*.

By transitivity, we also have H4 =~; Ho where statisti-
cal difference between H4 and H is upper bounded by

poly(A)/q. O

Our robust scheme realizes a robust variant of Fgcpsa,
denoted as Fiecpsa. It will not abort or fail when receiving
abort or fail instruction from Sim when n > 2t + /. At
the same time, the functionality receives ¢ hashed messages
(m© ... m(~1)) and signs them in batches for the online
signing phase.

= s. If A cheats on their signature

Theorem 2. On the common input (G, G, q,n,t,0) withn >
2t + £, our robust scheme in Section 4| UC-realizes Fecpsa

in the (Fspke, FsPDRG, FMeawpC)-hybrid model against a
malicious adversary that statically corrupts up to t fixed
parties.

This proof closely follows the proof of Theorem (I} with
the difference being the simulation of the online signing
phase. In this case, the ideal adversary Sim receives ¢
signatures at once and simulates the honest parties’ signature
shares accordingly to reconstruct them. The high-level idea
for this simulation remains similar to that of the above proof.
We omit the details due to space constraints.

6. Performance

Our implementations include (robust) threshold ECD-
SAs with CL-based MtA and OT-based MtA. The two
approaches represent the two mainstream MtA constructions
currently. CL is a linearly homomorphic encryption scheme
[21], and the MtA based on it has high communication
efficiency but low computational efﬁciencyﬂ In contrast, the
OT-based MtA has high computational efficiency but poor
communication efficiency.

We provide benchmarking results for DKLs24 [32] and
our non-robust scheme under dishonest-majority settings, as
well as for WMC24 [59], TX25 [58]] and our robust scheme
under honest-majority settings. Notably, we do not include
benchmarking results for KU24 [48] as it requires honest-
majority assumptions without robustness, which doesn’t
align with the cases we focus on. Since these protocols have
the same communication rounds (except for WMC24, which
has one more round), we evaluate the protocols on a laptop
and do not take network latency into account. Since our
packed schemes require ¢ — 1 additional signers, we ensure
fairness by making comparisons under the same threshold
value t. We always first determine ¢ and ¢, and then set the
number of signers as n =t + ¢, or n = 2t + ¢ for robust
schemes.

Testbed Environment. For the implementation based
on CL encryption, we use an open-source C++ library
BICYCLE] [9]. For OT-based implementation, we use an
open-source Rust library of DKLs24'| [32]]. Our implemen-
tation is available at anonymous githuh''| Experiments were
run on a MacBook Air with macOS Sonoma Version 14.4,
8GB RAM, and an Apple M2 chip. The computational secu-
rity level is set to be A = 128 bits, and the statistical security
parameter is A\s; = 40 bits. We use SHA256 to instantiate
hash functions. ECDSA was taken over the elliptic curve
(EC) secp256k1 with the group order of the 256-bit prime

q.

With CL-based MtA. As shown in Table [2| and Figure
we compare our CL-based work with the CL-variant of

8. CL can be replaced by Paillier [52] and JL [45] homomorphic
encryption schemes, but the modified schemes will be less efficient.

9. https://gite.lirmm.fr/crypto/bicycl

10. https://github.com/silence-laboratories/silent-shard-dkls23-11

11. https://anonymous.4open.science/r/Packed-SSS-for-Threshold-
ECDSA



TABLE 2: The (amortized) costs of threshold ECDSAs with CL-MtA under dishonest-majority settings. We set the
number of signatories as n = ¢ 4 ¢ for our schemes and the values represent the amortized costs, while CL-DKLs24 uses
n = t+1. “CL-DKLs24” is a variant of DKLs24 replacing the original OT-based MtA with CL-based MtA. “Communication”
represents each party’s sending communication. “Time” represents each party’s local runtime.

. | Communication (KB) | Time (ms)
‘ 4 8 12 16 20 24 ‘ 4 8 12 16 20 24
CL-DKLs24 [32] 5.1 9.36 13.65 17.94 2223 2652 | 758 1494 2232 2974 3815 4488
£ =1 - Ours 6.09 11.25 1642 2158 26.75 31.9 768 1514 2262 3039 3865 4576
¢=t/3]| - Ours | 6.09 6.27 5.07 5.35 5.53 5.12 768 777 816 827 868 880
¢=t/2] - Ours | 3.69 3.78 3.81 3.83 3.84 3.84 487 525 548 573 577 584

TABLE 3: The (amortized) costs of threshold ECDSAs with OT-MtA under dishonest-majority settings.

. | Communication (KB) | Time (ms)
‘ 4 8 12 16 20 24 ‘ 4 8 12 16 20 24
DKLs24 [32] 212 424 636 848 1060 1272 | 28 56 92 115 141 169
£ =1 - Ours 213 426 639 852 1065 1278 | 30 63 101 139 180 219
£=|t/3] -Ours | 213 240 200 213 222 206 30 38 38 44 53 60
£ =|t/2] - Ours 133 146 151 153 154 155 20 26 32 40 48 59

TABLE 4: The (amortized) costs of robust threshold ECDSAs under honest-majority settings.

WMC24 and TX25, and n = 2¢ + ¢ for our cases.

We set n = 2t + 1 for

Offline-Comm. (KB)

Online-Comm. (KB)

Offline-Time (ms)

Online-Time (ms)

t
| 2 4 8 12 | 2 4 8§ 12 | 2 4 8 12 | 2 4 8 12
WMC24 [59] | 41 41 41 41 | 08 08 08 08 | 1056 1794 3306 4790 | 553 891 1564 2235
TX25 58] 612 113 22 32 (036 06 LI 1.6 | 1580 4085 12151 24289 | 151 3.68 99 187
¢=1- Ours 68 122 2299 3378 | 031 056 1.06 156 | 1738 4494 13366 26718 | 031 118 2.19  4.58
¢=|t/2] -Ours | 68 677 676 675 | 031 031 031 031 | 1738 2679 4462 6223 | 031 056 116  2.67
(=t—1-Ous | 68 49 44 43 | 031 02 02 02 | 1738 2097 3280 4519 | 031 038 1.14 223

Figure 8: The trend line as ¢ increases with CL-based MtA.
The y-axis is set to a logarithmic scale. “Ours-1" is our £ = 1
case, “Ours-2” is our £ = |¢/3] (i.e., £ = n/4) case, “Ours-3” is
our £ = [t/2] (i.e., £ = n/3) case.
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Figure 9: The trend line as ¢ increases with OT-based MtA.
The y-axis is set to a logarithmic scale. “Ours-1” is our £ = 1
case, “Ours-2” is our £ = [t/3] (i.e., £ = n/4) case, “Ours-3” is
our £ = [t/2] (i.e., £ = n/3) case.
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DKLs24 [32], where the original OT-based MtA is replaced
by CL-based MtA (denoted as CL-DKLs24). Specifically,
the implementations of our scheme contain three settings:
- the packing parameter £ = 1 (i.e., no packing);

- 0= |t/3] (l.e., e=1/4 and ¢ = n/4),

- L= |t/2] (e, e=1/3 and £ ~ n/3).

All three settings can accommodate dishonest-majority set-
tings.

Compared with CL-DKLs24, our non-packed scheme
incurs 20% more communication, while our running time is
very close to theirs. On the other hand, our packed schemes
with ¢ = [t/3]| and ¢ = |¢/2] are clearly superior to the
CL-DKLs24 in both communication and computation.

With OT-based MtA As shown in Table 3] and Figure [0
we compare our OT-based construction with DKLs24. Our
three settings of ¢ and n values are the same as those of
CL-MtA schemes.

For our ¢ = 1 case, our communication cost is close to
DKLs24, but our running time is 30% higher than theirs.
Fortunately, our packed OT-based scheme can amortize the
communication into a constant value asymptotically. More-
over, our amortized running time is significantly lower than
that of DKLs24, and it grows more slowly than theirs.

Robust Threshold ECDSAs. In honest-majority settings,
the comparison of our robust scheme, WMC24 [59] and



Figure 10: The trend line of offline and online communication
for robust schemes as ¢ increases. The y-axis is set to a logarith-
mic scale. “Ours-1” is our £ = 1 case, “Ours-3" is our £ = [t/2]
case (here, £ =n/5), “Ours-4” is our £ =t — 1 ({ = n/3) case.
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TX25 [58], is given in Table @ and Figure [I0] We implement
our scheme in the settings of £ = 1, ¢ = |t/2] (i.e., { =
n/b), and £ =t — 1 (i.e., £ ~ n/3) with the signing party
count n = 2t + .

WMC24 has constant communication, while our non-
packed case requires linear communication in both the of-
fline and online phases. It is advantageous that our packed
cases can amortize it to a constant. In the offline phase,
our constant is close to theirs when ¢ = t — 1, and in
the online phase, it is smaller when £ = [¢/2]. In terms
of runtime, our online is significantly faster than theirs,
even without packing. However, our offline efficiency only
surpasses theirs when ¢ = ¢ — 1, as a result of amortization.

The overhead of our £ = 1 case is comparable to that
of TX25. Since our online phase does not include a cheater
identification mechanism, its overhead is slightly lower than
that of TX25. Moreover, our packed schemes significantly
outperform TX25 in both communication and computation
costs.
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Appendix A.
Castagnos-Laguillaumie Encryption

CL encryption scheme [21] works in an unknown-order

class group & of order ¢35, where the upper bound s of 5
is known but § is unknown. One can find a subgroup §
generated by f € & of order ¢. On input §* € §, there
exists a deterministic polynomial-time algorithm Dlog(-) to
compute z. Let & = § x &? is a cyclic subgroup of &
where &7 contains the g-th powers of elements in &. Note
that & is generated by g = fg, where g, is a generator of
®4. The decryption key and randomness used for encryption
are sampled uniformly over the range D, = [0,2*¢3], such



that the distribution of {g; : = <s D,} is at distance
less than 2« from the uniform distribution in &9, where
s is the statistical parameter. The CL scheme and linear
homomorphic operations are described below.

CL.KGen(1*) — (ek,dk): output dk < D, and ek =
dk

q
- CL.Enc(ek,m;p) — C,,: pick p <= Dy, output C,, =
(g4, f"ek?).
- CL.Dec(dk, (c1,c2)) — m: output Dlog(cy/cf¥).
Addition: C, ® Cpyy — Chpqne: parse Cy, = (c1,¢2) and
Cpr = (0/170/2)’ output Cm-‘rm’ = (cl ’ Cllv C2 - 6/2)
Constant Multiplication: a ® C,, — Cyn,: parse C,, =
(c1,c2), output Cypy = (c§,¢5).
We describe the assumptions of the class group we will
need for this work.

Definition 1 (HSM assumption [9], [22]). For any prob-

abilistic polynomial time (PPT) adversary A, we have the

advantage Advt!lswI is negligible in \. Let Adv'jf'vI be

x <$ Dy, u <8 Zy, 1
b+s {0,1},20 :f“gg’,zl :gg’ ~5
b* .A(Zb)

Definition 2 (DDH-f assumption [16], [22]). For any PPT
adversary A, with D = [0,2*3q|, we have the advantage
:A\dv?\l)y'f is negligible in \. Let AdvleDH'f be

|Pr[p* =b |,y 3D, u<+sZy, X =¢*.Y =¢”,b€{0,1},

Pr|b=>0"

Zo = g™, Zy = g™ 0" A(X,Y, Zp)] - 1/2].

We first define a probabilistic algorithm &
CLGen(1*,¢;7) where r € {0,1}* is the randomness used
by CLGen and & is the class group we introduced above.

Definition 3 (Rough Order assumption RO [13]], [16]).
For a natural number C € N and security parameter \, con-
sider DS"8" the uniform distribution in the set {r € {0,1}* :
& « CLGen(1*,¢;7) AY prime p < C,ptord(®)}.

AdvEOS = | Pr(b* = b |rg 5 {0,1}*, 11 s DSE",
b s {0,1},b* « A(1*, 1)) — 1/2]
is negligible in X\ for all PPT A.

Appendix B.
Zero-Knowledge Proofs

Let R C {0,1}* x {0,1}* be a PPT decidable binary
relation. We call w a witness for an instance z if (z,w) € R,
and define the language £ = {x|3 w, s.t. (z,w) € R} as
the set of instances x that have a witness w in the relation
R. In this work, we use a non-interactive zero-knowledge
(NIZK) proof, which is always generated via the Fiat-Shamir
transform [36] in the random oracle model [5]] from an in-
teractive ZK proof. To simplify the presentation, we denote
NIZK for relation R as two algorithms (Proveg, Verify):

- Proveg(z,w) — mg: Given a statement x and a witness
w, output the proof 7.

- Verifyy (z,mr) — b: Given a statement = and a proof 7z,
output b € {0, 1} indicating 75 is accepted or rejected.
The (NI)ZK proof system must be equipped with the fol-

lowing properties.

e Completeness: For any (z,w) € R and mg <+
Prover (z,w), Verifyg (z, 7r) always outputs 1.

e Zero-Knowledge: There exists a PPT simulator Sim that
takes the statement x € L as input and can output an
accepting proof 7wk which is statistically indistinguishable
from a real one generated via Prover (z,w).

e Standard Soundness: For every = ¢ L, no PPT prover
can output a valid proof mg s.t. Verifyz(z,m7r) — 1
with non-negligible probability.

Ideal Functionality. A zero-knowledge proof of knowledge

is a stronger form of zero-knowledge proof that also satisfies

the proof-of-knowledge property. The proof-of-knowledge
property is a stronger property than standard soundness.

e Proof of Knowledge: There exists a PPT extractor Ext"™"®
that uses Prove(-) as a black box and can extract a witness
w’ for (z,w') € R.

For a relation R, a better way to capture a proof of
knowledge is to use the standard ideal zero-knowledge

proof-of-knowledge functionality Fy,, .

Functionality F,, interacts with parties Pp,--- P, as
follows:

Upon receiving (prove, sid, z, w, j) from party P;, Fyky
sends (proved,sid, z,) to P; if (z,w) € R. Otherwise,
it ignores the message. Note that if no j is specified, then
Fakr sends (proved,---) to all parties.

Relations. We use NIZK proofs for the following relations.
1. Discrete Logarithm. RpL = {((A,B) € G,b € Z,) :
B = bA}. Its proof is well-studied [54].

2. Knowledge of Multiple Pedersen Commitments. Given
the Pedersen parameter (G,H) € G?, Rped =
{({,Pi}ie[m]» {aiv a;}1e[m]) : {Pz = a;G + a{LH}ZE[m]}
This proof is a batched Schnorr-type zero-knowledge
proof [40]], which is a proof of knowledge according to
the general forking lemma [4]], [8]].

3. Knowledge of CL secret key. Riey = {(ek,dk € D) :
ek = gd¥}. We borrow this proof from [62| Algorithm
2].

4. Well-formedness of a CL Ciphertext. Given ek as CL’s
encryption key, define Renc = {(C,(m € Zg,p € Dy)) :
C = CL.Enc(ek, m, p)}. Its proof can be found in [13]].

5. CL Affine Operation. Given C as a CL ciphertext under
public key ek, define R.¢ = {((C',C),(b,8 € Zq,p €
Dy)) : ' = b®C & CL.Enc(ek, 3,p)}. Please refer to
[[58]] for this proof.

6. CL Affine Operation and Discrete Logarithm. Given C as
a CL ciphertext under public key ek, define R.s.pL =
{((C’",C,B),(b,8 € Z¢,p € Dy)) : B=0bG,C' =b0O
C® CL.Enc(ek, 8, p)}. This proof is an extension of that
of R, with involving EC group operations.



7. Validity of Encrypted Shares. Given the set of indices
S, degree d, and {ek;};cs as a set of CL’s encryption
keys, define Rsn = {({Cs(j)}jes, (f(-),p € Dy)) :
deg(f(-)) < d,Cs(;y = CL.Enc(ek;, f(j),p)}. For this
relation, we refer the readers to [16, Figure 4].

8. Discrete Logarithm and CL Decryption. Rp.p =
{((CayA), (a,dk)) : A = aG,a = CL.Dec(dk,C,)}.
Following [58]], this proof is an extension of that for Repc.

9. Pedersen Commitments and CL Encryptions. Given
{ek;};es as a set of CL’s encryption keys, define Rc.g =
{{P),Cj}jes, {aj,ds}jes,p) = ¥ j € S, Cj
CL.Enc(ekj, aj, p), Pj = a;G + a;H}.

For Rc.g, we can write it as

({Cj = (R,B,), P, 15,
Ree = { ({aj,a)};.p € Dy))

By generating {e;};cs < Hu({Cj,P;}jecs) as chal-
lenges, the prover and verifier can aggregate them into
ek = [[jesek;’s B = [l;esB; and P = 3, ge;P;.
With a = ZjeS ejaj mod q,a’ = Y . geja; mod g, the
above relation is compressed into

. ((R,B),
R = { (a,a’ € Zy, p € Dy))

N =gl B, = ekl
Pj = ajG—i—a;H, Vj € S

JjES

R =g),B = ck"§"
P=aG+dH ’

For the relation R*, we refer the readers to [59, Figure 5]
for the concrete construction of its proof system.

Appendix C.
Realizing Used Functionalities

C.1. Realizing F,,pprc and Fpkg

For a weak version of the PDRG protocol, the parties
will abort when malicious behavior is found. We present an
implementation where Pedersen commitments [53]] are used
to detect the presence of incorrect shares. Let the polynomial
degree be d = t+¢—1, with the threshold ¢ and the packing
parameter ¢. The two-round I1,pprg protocol is as follows.

- Round 1: Each party P; does:
1. pick two random d-degree polynomials over Z,:

filX) =ao+ a1 X + a; X* + -+ + agX*

fi(X)=a}+a\ X +abX?+---+a, X

2. generate shares k;; = fi(j), ki, = fi(j) € Z for

each j € [n]

generate the polynomial commitment: P; ., = a; G +
~H € G for each w € [0,d]

Send (prove {Pz w}we [0,d]» {az ws w}we[o d]) to ]:zkped

send (k; j, k; ;) to P; for j € [n] \ {i}.

Round 2: After receiving kj;, b} ;

roved {PJ w}wE 0,d) >J) from -sz

et

from each P; and
oea fOT J € [n], P; does:
for each j € [n] \ {i}, check k;,G + kj,H
S ) i¥Pj s if it fails, abort the protocol

4.
5.
- Ro
(p
1.

b

2. compute k; Z]E[n] kj; mod ¢, R, = k;G, k| =
E []k mod ¢, and R, = k/H

3. generate the DL proof 7; < Provep, ((R}, H), k}).

4. send (R;,7;) to each P;, j #i.
- Output: For each w € [0, d], compute P, = Zie[n] Pi -
For each j € [n], compute R = Zi:o Jj¥“P., — R; and
verify 7;. If 7; is not valid for some j € [n], abort the
protocol. Otherwise, let R = [R;]/ n) and assemble £ EC

points: for each v € [0, — 1], R®) = )\E;]”)R. Output
((R(O),... 73(#1))7(317... JRY)).
Theorem 3. The protocol Il.pprg realizes Fupprg in

Frkpeq-ybrid model against a malicious static adversary
corrupting t < n — { parties.

Due to space constraints, we omit the proof. It closely
follows the key generation phase of threshold ECDSAs [3§]],
[51f], with the addition of packed secret sharing.

The difference between Fpkg and F,pprg is that Fpkg
shares the signing key x in the packed form, while F,,pprg
shares ¢ random values. Here, we only present the differ-
ences in their realizations:

1) In Round 1, P; picks
fi(X), f{(X) such that f;(0) = fz( ) = -
JCEET) and f1(0) = fi(—1) = - = f(—0+1)

2) In Round 2, after receiving {Pj,w}we[()’d] for each j €

the random polynomials

[n], P; checks
? d ? ? d
PjﬁoiZ(fl) = :Z f+1 jw
w=0 w=0

If it fails, abort the protocol.

3) In Output, output X = )\ES]) (X1, Xo, -, X T

C.2. Realizing Fpprg and F.pkg

The Il,pprg construction cannot be publicly verifiable
to identify a malicious party. More precisely, only party
P; can check the correctness of the share k;; received
from P;. To solve it, we hope that each party can verify
the correctness of k;; from the revealed k;;’s ciphertext.
Recently, Cascudo and David [16] used CL homomorphic
encryption to build a publicly verifiable (packed) secret
sharing (PVSS). We borrow it to realize Fipprg. Due to the
limited space, we refer the readers to [16] for its concrete
construction.

Unlike the realization of Fspprg, the protocol for Fspka
should let each party share a polynomial fy, () such as

sz(O) :fXI(_l) = :sz(_E—’_l) (6)
Thus, we need a PVSS, where the verification will consist
of two parts:

1. each party’s share comes from the same polynomial,
whose degree is no larger than ¢t + ¢ — 1;

2. the polynomial satisfies eq. (6).

The construction of Fspprg only covers condition 1. How-

ever, checking condition 2 upon CL ciphertexts requires

O(n?) operations over the class group.



Instead, we let the dealer not only broadcast encrypted
shares but also the Pedersen commitments of the shares.
Both conditions can be checked on the Pedersen commit-
ments over the EC group. It is clear that operations in
EC groups are much more efficient than those in class
groups. The dual-code technique of checking condition 1
from [15]], translated to the Pedersen commitment, is as
follows: if committed sharing of fx(-) is correct, then for
any random (n —t— ¢ — 1)-degree polynomial p(-), we have
2 jem PU) - v; - Com(fx(j)) = Com(0) for v; as a pre-
defined public factor. Then condition 2 can be checked via
the equality Com(fx(0)) = --- = Com(fx(—¢+ 1)), which
can be generated with committed shares using Lagrange
interpolation.

Another key part of our approach is proving the consis-
tency between each encrypted share and its corresponding
committed share. Fortunately, these proofs can be aggre-
gated into a single constant-size proof. Inspired by [16],
[17], [46], we leverage the same randomness for CL ci-
phertexts in the multi-receiver setting to make aggregation
feasible. With the help of a broadcast channel, we give the
construction Ilpkg.

- Setup: P; establishes a PKI setup with:

1. CL’s key pair sk; <= Dy, pk; = g5

2. send (prove, pk;, sk;) to F,,

3. if Fu,, broadcasts (proved, pk;,i), P; is accepted to
participate in the protocol.

- Round 1: P; (as a dealer) picks two degree-(t+¢—1) poly-
nomials fy,(-), fx,(-) satisfying eq. @ and then shares
them:

1. generate shares m; = fx,(j),m; = fy, (j) for each

j € [n]

Pij =m;G +mjH € G for each j € [n]

R; = gi) with p <5 D,

Cij = (M, pkf™) for each j € [n]

the aggregated Commit-Enc consistency proof

m; < Provece(({Pij,Cij}5), ({my,m}} 5, p))

6. broadcast ({P; ;,Ci ;};, m:).

- Round 2: After receiving ({Pj«,Cjx}r, ;) for each j #
i, P; first verifies m;, then check the correctness of
{Pjxtr:

1. with 73 = [PjJ, e

A

s 'Pj)n}T c G",

2. with p(-) as a random degree-(n—t—£¢—1) polynomial
and v; = L epup (0 =5) 7" € Zg,
P11, p(2)va, -+, p(n)vy] - P = 0

Let @ be the set of j for whom the sharing has passed
the verification. For each i € (), P; does:

1. parse C;,;, = (R,;,B; ;) for each j € Q

12. O € G is the infinity point with Dlog(O) =0

2. assemble the ciphertext R = HjeQ R,;,B;, =
;e B;: and decrypt it z; = Dlog (B, /9Rsk)
3. generate X; = x,G € G and the DL-Dec consistency
proof 7} <— ProvepLp(((R, B, Xi), (x4, ski)))
4. broadcast (X; € G, ).
- Output: Output X = A [X;]T o if [Q] > ¢ + .

Theorem 4. Under the DDH-{ and RO¢ assumptions, the
protocol Ilpke realizes Fspkg in the Fy,, -hybrid model
against a malicious static adversary corrupting t < %

The proof is similar to the proof of [[16, Theorem 8]. Due
to space constraints, we omit it.

C.3. Realizing Fya and Fyiawpc

There have been many constructions of realizing Fmia.
We abstract CL-based MtA from [19]].

- Input: P, takes a € Z, as input; Pp takes b € Z, as
input.

- Round 1I: P4 encrypts a to generate C —
CL.Enc(pka,a, p) with p < D, as the randomness, and
sends (prove,C,a, Pg) to Fy,,..

- Round 2: After receiving (proved,C, P4) from Fy, .. Pg
picks 8 <« Zg,p' <$ D, and computes C' + b O
C & CL.Enc(pka,B,p’). Send (prove, (C,C'), (b, 3), Pa)
to ]:zkaff-

- Output: After receiving (proved, (C,C’), Pg) from Fy .,
Py decrypts a <— CL.Dec(C’, ska). Pa takes o € Z, as
output; Pp takes —3 € Z, as output.

Fwmea does not involve checking the correctness of inputs
(a or b), but this is often required in threshold ECDSA.
More strictly, in constructions aimed at robustness, we need
Fmeawpc, of which the public checking helps participants
identify the cheating parties publicly. For threshold ECDSA,
we only need to check the correctness of Pp’s input, with
B = bG € G as the public input. With the help of a
broadcast channel, the two-round Ilp:awpc is as follows.

- Round 1: Same as the above.

- Round 2: F,,, is replaced by Fy,,, where proved
instructions are broadcast to all parties.

- Public Checking: With common input B € G, each party
P; (including P4) would receive (proved, (C,C’, B), Pg)
from Fk ., - If P; does not receive it, it records Pp as a
malicious party.

- Output: P4 decrypts o < CL.Dec(C, ska). Pa takes « €
Zq as output; Pp takes —f € Z, as output.

The difference between Ilpiawpc and Ilyia 1s that Ipyiawpc
requires each party to verify the zero-knowledge proofs
rather than only P4 or Pp in Ilja.

Theorem 5. Under the HSM assumption, the protocol
Hwawpc realizes Faeawpc in the (Fax,,., Frkyeo, )-Hybrid
model.

Proof. The proof proceeds in two cases: adversary A cor-
rupts P4, and corrupts Pp.



Simulating Pp for corrupted P4. In Round 1, the simu-
lator Sim receives a on behalf of F,_ . Then Sim sends
(input, sid, P4||Pp,a) to Fumiawpc on behalf of Py. Af-
ter receiving (output, sid, Pa||Pg, ) from Fueawpc, Sim
simulates the ciphertext C’ < CL.Enc(pka,«,p’) with
p' <s Dgy. Send C' to A on behalf of Fy,,, . In public
checking phase, send (proved, (C,C’, B), Pg) to all parties
(including A) on behalf of Fy -

The main difference between the simulation and a real
execution is the generation of C’. In the real world, C’ is the
ciphertext of ab+ 3 with 3 <= Z,. This is exactly the same
distribution Fawpc uses to choose .. Thus, the ciphertext
C’ seen by the adversary in the simulation is as distributed
as in the protocol.

Simulating Py for corrupted Pp. In Round 1, Sim picks
r <$ Z,, generates r’s ciphertext C, and sends C to A on
behalf of F,, . After receiving (b, ) on behalf of i, o, in
Round 2, Sim sends (multiply, sid, P4||Pg,b) to Fumiawpc
on behalf of Pp. If B = bG, send (proved, (C,C’, B), Pg)
to all parties on behalf of F, ., in public checking phase.

The main difference between the simulation and a real
execution is the generation of C. In the real world, C is the
ciphertext of the input value a € Zg4, while the simulated
C is the ciphertext of a uniformly random r <$ Z,. Under
the HSM assumption, the CL encryption has semantic secu-
rity [21]]. Thus, r’s ciphertext is indistinguishable from a’s
ciphertext for the adversary A. O
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